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The Honergble Edwin J. Bowman
State Senate

128 West incle Titive

Weirlon, West Virginia 26062

The Honerable .12, e

House of Delepales

Buikhny 1, Reom E-213

1906 Kanawha Boulevard, Ll
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Blear Chiirst .

Pursuant ta the Wesl ¥irginia Sunsct Law, we are transmitking # Special Repaort on the Wit
Virginia Proseculing Attorneys Institate, which will he presented to the Joint Committee on
Government Opclations on Sunday, Junes 12, 2005, The issucs covered herein are “All Current and
Former Eimployecs of the Prossculing Altameys Thatire Should Reimburse the Agsmey (o Pursomail
Charges on Stute-lusyed Wirslesa Tolephones;™ and *State Government Needs a Wireless Telophone
Usage Policy lor State -Tasned Wireless Telephones,™

We transmitted a drutt copy wlthe foport tothe West Vinginia Prosecuting Atlomeys [Rstibte
an Junc 1, 2005, We held an exit conference with the West Virginin Prosecuting Atiorneys Tnrtitute
on Jupe 3, 2005, We received the agency responss on June B, 2005

Ll me know IF you have any questions,

Sincerely,

[
.. AL

in Sylvia

JEile

S — Joint Committee on Government and Finance
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Executive Summary

From reviewing the
wireless telephone records
of the employees at the
Prosecuting Attorneys
Institute, the Legislative
Auditor has found that
there has been abuse of
state resources due to
the fact that state-issued
wireless telephones were
used for personal calls.

The Legislative Auditor is
concerned that the
possible abuse of state-is-
sued wireless telephone
exists throughout state
government. It is the
opinion of the Legislative
Auditor that any personal
use of a state-issued
wireless telephone is
inappropriate, even if
extra charges are not
incurred.

Issue 1: All Current and Former Employees of the

Prosecuting Attorneys Institute Should
Reimburse the Agency for Personal Charges
on State-Issued Wireless Telephones.

In May of 2005, the Legislative Auditor presented a Special Report on
the West Virginia Prosecuting Attorneys Institute. The report included an issue
that analyzed the former Executive Director’s state-issued wireless telephone
records, and found significant abuse. Because of this demonstration of abuse
of state resources, the Legislative Auditor deemed necessary the review of
wireless phone records for all current and former employees at the Prosecuting
Attorneys Institute. Wireless phone records were obtained for the months of
September 2002 through March 2005 from the State Auditor’s Office. From
reviewing the wireless telephone records of the employees at the Prosecuting
Attorneys Institute, the Legislative Auditor has found that there has been abuse
of state resources due to the fact that state-issued wireless telephones were
used for personal calls.

For the months of September 2002 and March 2005, employees from
the Prosecuting Attorneys Institute incurred $1,035.24 in personal roaming,
long distance, and plan minute overages. The Legislative Auditor was unable
to determine the nature of an additional $518.54 in charges associated with
roaming and long distance, for the same employees.

Issue 2: State Government Needs a Wireless Telephone

Usage Policy for State-issued Wireless
Telephones.

The Legislative Auditor is concerned that the possible abuse of
state-issued wireless telephone exists throughout state government. It
is the opinion of the Legislative Auditor that any personal use of a state-issued
wireless telephone is inappropriate, even if extra charges are not incurred. This
is due to the fact that no matter what the extent of use is, there is personal gain
due to one or all three of the following details. First, personal gain is achieved
when employees receive a state-issued wireless telephone if it enables them to
eliminate or not have to purchase a personal phone. Second, due to the
issuance of the state-issued wireless telephone, it is possible that an individual
could cancel his or her regular home land-line telephone. This could be made
possible due to the fact that use of the wireless telephone during off-peak hours
may be unlimited. Third, because long distance is sometimes included at no
additional charge than local calls, employees with state-issued wireless
telephones could conceivably not have long distance service on their home
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State government would
lose credibility with
the public it serves if it
became prevalent that the
State pays for the
personal telephone service
for its employees.
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land-line telephone service. State government would lose credibility with the
public it serves if it became prevalent that the State pays for the
personal telephone service for its employees.

West Virginia does not currently have a statewide policy specific to
state-issued wireless telephones. Some agencies of the State, such as the
Bureau of Employment Programs, have adopted policies regarding the
acceptable usage of state-issued wireless telephones. It is the opinion of the
Legislative Auditor that the Legislature should consider requiring the
Department of Administration’s Information Services and Communications
Division (IS&C) to develop and implement a statewide wireless telephone
usage policy. The policy should address the issue of acceptable usage for
personal calls. In addition to the new policy, the Legislature should consider
requiring a centralized administration of wireless telephone plans and accounts
either by IS&C or the Division of Purchasing.

Recommendations

1. The Executive Council of the Prosecuting Attorneys Institute should
consider requiring current employees and requesting former employees to
reimburse the Institute for the charges associated with their personal use
of the state-issued wireless telephones.

2. The Executive Director of the Prosecuting Attorneys Institute
should reconsider the necessity of certain employees having state-issued
wireless telephones.

3. The Executive Director of the Prosecuting Attorneys Institute
should evaluate the wireless telephone plans and usage to determine the
most cost effective plan for each employee.

4. The Executive Director of the Prosecuting Attorneys Institute
should create an internal wireless telephone policy for Institute employees
which addresses personal telephone calls.

5. The Legislature should consider requiring the Department of
Administration’s Information Services and Communications Division to
develop, implement, and enforce a statewide wireless telephone usage
policy.

6. The Legislature should consider requiring a centralized
administration of wireless telephone plans by either the Department of
Administration s Information Services and Communications Division or
the Division of Purchasing.
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Review Objective, Scope and Methodology

This Special Report of the Prosecuting Attorneys Institute is required
and authorized by the West Virginia Code §4-2-5 as amended. The report
was initiated as a result of concerns brought to the attention of the Legislative
Auditor through the findings of the May 2005 Special Report of the
Prosecuting Attorneys Institute. That report revealed that the former Executive
Director used his state-issued wireless telephone excessively and for personal
calls at a significant cost to the State.

Objective

The objective of this review was to determine if current and former
employees of the Prosecuting Attorneys Institute abused their state-issued
wireless telephones by placing personal calls on the devices at cost to the State.

Scope

The scope of this report was from August 2002 - March 2005, which
covers the period of time that employees of the Prosecuting Attorneys Institute
were issued wireless telephones up to the time of invoice availability.

Methodology

Wireless telephone records were obtained, for each Prosecuting
Attorneys Institute employee, from the State Auditor’s Office. Each month
was analyzed to determine the account costs exceeding the regular base-plan
for the account. These additional costs included long distance charges,
roaming charges, text message charges, and in a few cases charges for minutes
exceeding the plan. The Legislative Auditor classified the telephone numbers
called from the wireless units into three categories: personal,
work-related, or indeterminable. This classification was achieved using
Google™ for listed numbers and interviewing three current Prosecuting
Attorneys Institute employees so that they could make the determination
themselves. By determining the nature of the calls placed, the Legislative
Auditor was able to determine the respective charge. In the relatively few
instances where employees exceeded their plan minutes and incurred charges,
the Legislative Auditor determined whether personal calls contributed to the
overage of the planned minutes. Every aspect of this review complied with
Generally Accepted Government Auditing Standards (GAGAS).
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Issue 1

The Legislative Auditor
deemed necessary the
review of wireless phone
records for all current and
former employees at the
Prosecuting Attorneys
Institute.

All Current and Former Employees of the Prosecuting
Attorneys Institute Should Reimburse the Agency for
Personal Charges on State-Issued Wireless Telephones.

In May of 2005, the Legislative Auditor presented a Special Report on
the West Virginia Prosecuting Attorneys Institute. The report included an issue
that analyzed the former Executive Director’s state-issued wireless telephone
records, and found significant abuse. According to that report, 60% of all calls
placed on the wireless telephone were for personal use, while 28% of the calls
were determined to be work related. The Legislative Auditor could not
determine whether 12% of the calls were work related or personal. For the
months reviewed, the Legislative Auditor found that the former Executive
Director incurred $1,082.75 beyond the base price of the wireless plan. Of
that amount, $345.43 were determined to be as a result of personal calls.
Additionally the former Executive Director could have been responsible for
another $588.30 in calls that were indeterminable as to their nature. Of the
$1,082.75 in overcharges, only $149.02 could be determined to be work
related. As aresult ofthe May 2005 report, the former Executive Director has
reimbursed the Institute for $933.73.

Because of this demonstration of abuse of state resources, the
Legislative Auditor deemed necessary the review of wireless phone records for
all current and former employees at the Prosecuting Attorneys Institute.
Wireless phone records were obtained for the months of September 2002
through March 2005 from the State Auditor’s Office. For any given month,
there were approximately five employees with state-issued wireless phones,
each at base rate of approximately fifty dollars. In addition to the base rate,
additional services charges have been accrued. This is due to employees
having used the state-issued wireless phones by employing the devices for
personal use.

Prosecuting Attorneys Institute Employees Made Personal
Calls on Their State-Issued Wireless Telephone Which
Exceeded Their Wireless Plan and Caused Unnecessary
Charges to the State.

From reviewing the wireless telephone records of the employees at the
Prosecuting Attorneys Institute, the Legislative Auditor has found that there has
been abuse of state resources due to the fact that state-issued wireless
telephones were used for personal calls.
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As shown by Table 1, for the months of September 2002 and March
2005, employees from the Prosecuting Attorneys Institute incurred $1,035.24
Employees  from  the jn personal roaming, long distance, and plan minute overages. The Legislative
Prosecuting  Attorneys  xqitor was unable to determine the nature of an additional $518.54 in
Institute incurred $1,035.24 . . . .
in personal roaming, long charges associated with roaming and long distance, for the same employees
distance, and plan minute (See Table 1)-
overages.

Table 1
Summary of Charges for Prosccuting Attorneys Lostitule Employees that
x¢eeded the Buse-Plan for their State-Issued Wircless Telephones
Sceptember 2002-March 2005%

harges for Charges as a Texd Totals
Personal Use of Result of Calls Message
State Dssued That Were Charges
Wircless Indeterminable***
Telephone
Current Database $30.41 f112.96 $23.30 $le6.67
Administrator
boymer Forensic $45.54 %2533 $8.40 $79.47
Medical Fund
Administrator
Former Drug and 268,70 566,24 $3.40 $338.34

Violent Crims
Asyisiant Prosecutor**

Former Drog and F72.43 571.07 $0.00 $143.50
Yinlent Crime
Assistant Proseculor®®

Current Paraligal $382.93 595,91 $64.30 $543.14
Currenl Fxeentive $£3.83 $0.00 $0.00 $3.85
Birector

Current L'raffic Safety %231.38 570,24 EXRYTH $301.62
Resource Assislant

Prusecutor

Former HIDTA F0L0G0 $76.59 $0.00 $70.59
Prosecutor :

Former Drug and S0.00 ’ £0.00 $0.30 S0.30

Violent Crime
Assgistant Prosegufoc™®

Totat $1,035.24 351R.54 59070 $1.653.48

* This table does nof incliale emplavees that did not exceed their plio,

e classifications above for the fienuee Drug and Viedent Crime dssistant Provecuters repriosent (iree
separalc ndt vleials. :

sex Ipdaernninable colls incherde incoming colls
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The Institute does not have
a wireless telephone policy
that addresses acceptable
use of state-issued wireless
telephones for personal

use.

Three current Institute
employees stated in
writing that they gave up
their personal wireless
telephones after the former
Executive Director told
them that they did not need
a personal wireless
telephone.

The Prosecuting Attorneys Institute Should Evaluate the
Usage of Wireless Telephones.

The overcharges, as shown in the above tables, should cause the
Executive Council and Executive Director of the Prosecuting Attorneys
Institute to evaluate the usage of wireless phones within the agency. It is the
opinion of the Legislative Auditor that the Institute’s state-issued wireless
telephone plans are troublesome in two ways. First, the Legislative Auditor
questions why some Institute employees have been issued wireless telephones
in the first place. While it may be necessary for some employees to be assigned
wireless telephones to conduct business out of the office, it is not clear why
some employees have been issued these devices, who are mostly stationary.
Second, the Legislative Auditor finds that some wireless plans appear to be
inappropriate. For instance, if employees have been issued devices because
they travel extensively, that plan should include a free roaming feature in order
to avoid excessive charges associated with roaming. In addition, the Institute
does not have a wireless telephone policy that addresses acceptable use of
state-issued wireless telephones for personal use.

The Legislative Auditor’s analysis shows that employees used the
wireless telephones for many personal calls. These devices possibly eliminated
employees’ need to have their own wireless telephone, resulting in a personal
gain. Three current Institute employees stated in writing that they
gave up their personal wireless telephones after the former
Executive Director told them that they did not need a personal wireless
telephone.

On September 4, 1997, the Ethics Commission issued Advisory Opinion
No. 97-28 concerning the following question:

Is it a violation of the Ethics Act for a state employee to
make personal phone calls on the State’s long distance
telephone system?

The Commission relied upon West Virginia Code 6B-2-5(b)(1), which states:

...a public official or public employees may not knowingly
and intentionally use his or her office or the prestige of his
or her office for his or her own private gain or that of
another person.

The Commission reasoned that using the State’s DAIN phone system
for private long distance phone calls give agency personnel a financial benefit

Prosecuting Attorneys Institute Page 11



Due to a limited amount of
information that can be
transmitted by these text
messages, the Legislative
Auditor has concern that
such messages that have
been sent by employees of
the Prosecuting Attorneys
Institute were of no official
consequence to state
business.
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since long distance calls using the DAIN system are billed at a rate significantlyless
than the cost to the general public for similar calls. Therefore, the
Commission found that making personal long distance phone calls on the State’s
DAIN phone system to be a violation of West Virginia Code 6B-2-5(b)(1),
even if the cost of the calls were reimbursed by the employee.

When contacted by the Legislative Auditor about an advisory opinion
regarding personal wireless telephone usage by a state employee, the
Executive Director for the Ethics Commission gave the following response:

The Ethics Commission only provides a formal Advisory Opinion
in response to a written request from an affected public
servant. As of this date [May 27, 2005], no public servant has requested
an Advisory Opinion from the Commission relating to use of a
government-provided cellular telephone.

The Executive Director further stated:

To the extent government-provided cellular telephone service
resulted in an expense to the government from personal calls, it is my
opinion that the precedent contained in that opinion [No. 97-28] would
also apply.

Also, as shown in Table 1, employees have used the text message
feature of the wireless telephone. At the rate of ten cents per outgoing text
message transmission, the Legislative Auditor finds this to be an
uneconomical use of funds. The Legislative Auditor suspects that this
feature is being used in lieu of more conventional and practical forms of
communication such as the land-line telephone, email, and face-to-face
exchange. As well, due to a limited amount of information that can be
transmitted by these text messages, the Legislative Auditor has concern that
such messages that have been sent by employees of the Prosecuting Attorneys
Institute were of no official consequence to state business. In the May 2005
PERD report, it was noted that the former Executive Director incurred $125 of
charges using the text message feature. The vast majority of those messages
appeared not to be work related, therefore causing unnecessary charges.

Recommendations

1. The Executive Council of the Prosecuting Attorneys Institute should
consider requiring current employees and requesting former employees to
reimburse the Institute for the charges associated with their personal use
of the state-issued wireless telephones.
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2. The Executive Director of the Prosecuting Attorneys Institute
should reconsider the necessity of certain employees having state-issued
wireless telephones.

3. The Executive Director of the Prosecuting Attorneys Institute
should evaluate the wireless telephone plans and usage to determine the
most cost effective plan for each employee.

4. The Executive Director of the Prosecuting Attorneys Institute

should create an internal wireless telephone policy for Institute employees
which addresses personal telephone calls.
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Issue 2

It is the opinion of the
Legislative Auditor that
any personal use of a
state-issued  wireless
telephone is inappropri-
ate, even if extra charges
are not incurred.

West Virginia does not
currently have a statewide
policy specific to state-is-
sued wireless telephones.

State Government Needs a Wireless Telephone Usage
Policy for State-Issued Wireless Telephones.

The Legislative Auditor is concerned that the possible abuse of
state-issued wireless telephone exists throughout state government. It
is the opinion of the Legislative Auditor that any personal use of a state-issued
wireless telephone is inappropriate, even if extra charges are not incurred. This
is due to the fact that no matter what the extent of use is, there is personal gain
due to one or all three of the following details. First, personal gain is achieved
when employees receive a state-issued wireless telephone if it enables them to
eliminate or not have to purchase a personal phone. Second, due to the
issuance of the state-issued wireless telephone, it is possible that an individual
could cancel his or her regular home land-line telephone. This could be made
possible due to the fact that use of the wireless telephone during off-peak hours
may be unlimited. Third, because long distance is sometimes included at no
additional charge than local calls, employees with state-issued wireless
telephones could conceivably not have long distance service on their home
land-line telephone service. Review of the employees wireless phone records
at the Prosecuting Attorneys Institute indicated that employees were making
late night long distance wireless telephone calls. Although there was no charge
because the plan had free nights and weekends, the employees were clearly
benefitting from the state-issued wireless telephone.

West Virginia does not currently have a statewide policy specific to
state-issued wireless telephones. Some agencies of the State, such as the
Bureau of Employment Programs, have adopted policies regarding the
acceptable usage of state-issued wireless telephones. This particular policy
disallows the personal use of such devices except in emergency or extenuating
circumstances. Upon inquiry by the Legislative Auditor, the Director of the
Department of Administration’s Information Services and Communications
Division reported that a statewide policy addressing the acceptable personal
use of state-issued wireless telephones was not in place. Itis the opinion of the
Legislative Auditor that there should be a statewide policy that addresses
acceptable use of state-issued wireless telephones.

State government would lose credibility with the public it serves if it
became prevalent that the State pays for the
personal telephone service for its employees.

The Ethics Commission has not issued an advisory opinion regarding
the personal use of a state-issued wireless telephone. It remains unanswered
as to what is officially considered acceptable and unacceptable. Until a
specific statewide usage policy exists, employees will use their state-issued
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It is the opinion of the
Legislative Auditor that the
Legislature should consider
requiring the Department of
Administration’s Information
Services and Communica-
tions Division (IS&C) to
develop and implement a
statewide wireless telephone

usage policy.
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wireless telephones in a manner that is inconsistent and according to their own
perception of acceptable use.

It is the opinion of the Legislative Auditor that the Legislature should
consider requiring the Department of Administration’s Information Services and
Communications Division (IS&C) to develop and implement a statewide
wireless telephone usage policy. The policy should address the issue
of acceptable usage for personal calls. In addition to the new policy, the
Legislature should consider requiring a centralized administration of wireless
telephone plans and accounts either by IS&C or the Division of Purchasing.
Such a centralized authority could ensure that each state-issued wireless
telephone was operated under the most appropriate service plan, considering
the employee’s unique usage needs. As well, a centralized authority could
possibly hold better negotiating ability in securing the most economical wireless
telephone service available to the State.

Recommendations

5. The Legislature should consider requiring the Department of
Administration’s Information Services and Communications Division to
develop, implement, and enforce a statewide wireless telephone usage

policy..

6. The Legislature should consider requiring a centralized adminis-
tration of wireless telephone plans by either the Department of
Administration’s Information Services and Communications Division or
the Division of Purchasing.
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Appendix A: Transmittal Letter

WEST VIRGINIA LEGISLATURE

Ferformance Ovaluation and Research Division

HLLljduu L Fawun W-31+4

LY Boamawhaz Theoluand, Tonan
Charberton, Woa Virsinie 253050610
(R0E) B4 T-HU0 '
(300 34748 FAX

Jnilll Eﬂylvia
Thircgtar

Tune 1. 20035

M. Thiliyy Meiriron, 1T

Excoutive Dircotor

West Virginia Prosecuting Attornevs Instivute
S) MacCork le Ave NW, Nuile 202

South Charteston, WY 23300

Denr bMr. Mormisen:

This is to teanzmit a deaft copy of te Special Reporl of the Proseculing Allomeys nstitute,
This rcpm‘llia'. gehoduled to Be prescented at a fature interim mocting of’ the JToind Committes on
Govemment Crperotiona, We will intorm you of dic cxect time and location once the infirmmalion
hevomnes aviilabde. 1L expectsd that i represemialive fom your apeniy be present at the meeting
to otally reapond to the report and anawer any questions (e cotanilies miy have,

We need to schedule nn exit. conterence to discuss any concemms vou may have with the

cepurl, Please nolilfy us b schedule an exacl ime. We maguest (ot your persomael not disclose the
repott b anyone not affiliated with your ageney. Thank vow e yogr couperainn,

Sincerely,

72, Pladan

Drenny Bliogdea
Resenrch Munuwrer

Enclosure

Joimy Committee on GGoversmesnt gad Fingace
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Appendix B: Agency Response

-

Jon Manahin, B
GOVERNGH

Foban W. Fargiean, Jr,

CABNET B ECRETARY

Philp W, Marriaon, ||
FLEG IYE DIRECTOR

WEET VIRGINA GINNY o EY

PROE ECUTING AT TORNEYS INSTITUTE CHARPEREON
0 Wt bl dinshiom B

TON, W B ERa.

BETH CHARLESTON, WEAT VIR 253583 R

TELEPHONE: fLo¢) 488 53di SREAA

R MILE: ya0a #a-2350 nmm BCHLES

el -E. i. CEANRDHAG

EEEIHE,DJ W KT chen

dUN ©8 2005

MRS, 2005 VR A

West Virginia Prosecuting Attorneys Institute’s responses to tha

Recammentations of the Leglslathve Audltor
Regarding PERD Draft Speclat Report No. PE (0%-06-349
Questlons 1 through 4
Questions 5 & & remaln unanswerag by the Institute

because they exceed the scope of answering authority of both

2.8 3.

the Insttute Board of Directars and it's Executive Director

All Current Institute employees have reimbursed the agency for
#ll call charges determined to be personal as well as those call
tharges labeled Indeterminable and not verified as work related.,
The Audltor’s recommendations that the Executive Council
request reimbursemant fram former employees will be presaotad
to the Exacutive Council at the next regularly schedulad meeting
for their consiceration and it is anticlpated that such a request
will be made. The issue of text messaging charges will also be
brought before the Executive Counell at that meeting for
consideration.

Although not diractly the subiect of this Special Report 1t should
be notad that the fermer Executive Director has also reimbirsed
the Institute for the similar charges delineated in Spacial Report
number 05-01-344

The Executive Director of the Prosecuting Attarnays Institute s
turrently engaged In considering the questions of which Institute
employees show demonstrable need for the use of State [ssuad
wireless tetaphones and, for those who do, optimal cost
efficiency i wireless pian design. Restructuring of agency’s

Prosecuting Attorneys Institute
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wireless plans is expected on or before June 30, 2005.

A comprehenslve Acceptable Use Pollcy regarding all office
equiprment and services will be presented to the Executive
Councll at the next reqularly scheduled rmeeting for their
consideration and/or enactment. Perscnal use of office Issued
wireless phones will be addressed therein. Internal control for
uversight of the Acceptable Use Pollcy, as it reiates to the
subject of this speclal report, will include quarterly internal
review and required reimbursement if an employee is found to
be out of compllance.

Philip W. Morrison, II
Executive Director

June 2005



