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EXECUTIVE SUMMARY

As part of the Agency Review of the Department of Transportation required and authorized
by the West Virginia Performance Review Act, Chapter 4, Article 10, of the West Virginia Code,
as amended, the Legislative Auditor conducted a Performance Review of the Division of Motor
Vehicles (DMV). The objectives of this review were to evaluate the internal controls the agency
has over cash flows at regional offices; to determine whether the DMV website is user-friendly,
transparent, and customer oriented; and to evaluate the performance measures provided by the
agency in the FY 2014 State of West Virginia Executive Budget.

Report Highlights

Issue 1: Overall, the Division of Motor Vehicles Has Adequate Internal Controls
Over Cash Management, But the Policy and Procedures Manual Needs to Be
Updated and Communication Needs to Be Improved.

» Theagency’s policies and procedures manual needs to be updated to include all of the control
activities performed at various levels along the cash and electronic payment process.

» The DMV needs to improve the communication of its procedures.

Issue 2:  Although the Division of Motor Vehicles Provides Relevant Goals and
Measures and Shows Good Performance in Important Areas, Many
Important Goals Have Been Reported Year After Year and Have Yet
to Be Accomplished.

» The DMV provides goals and measures in the FY 2014 Executive Budget that are relevant
to its mission, and reflect good performance in important areas.

» Several of the goals provided have been carried over from one year to the next, which
indicates that they have not been accomplished as desired.

» The agency should establish attainable goals and accompany them with measures on the
progress made to achieve each goal.

Issue 3: While the Division of Motor Vehicles Website Is User-Friendly for
the Most Part, Improvements Are Needed to Enhance the Agency’s
Transparency and Make Additional Online Services Available.

» The DMV website could benefit from modest improvements to enhance user-friendliness.
» The DMV website could benefit from additional content elements to enhance transparency.

» Additional online services should be offered to benefit customers and decrease costs.

Performance Evaluation & Research Division
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PERD’s Evaluation of the Agency’s Written Response

The Office of the Legislative Auditor’s Performance Evaluation and Research
Division received the DMV’s response on November 27, 2013. The agency response can
be found in Appendix E. The agency is in agreement with all findings of the report and
indicates that efforts will be made to comply with the recommendations made.

Recommendations

1. The Division of Motor Vehicles should make the internal controls improvements
identified by the Legislative Auditor’s Office in order to better safeguard assets
and prevent and detect errors and fraud.

2. The Legislative Auditor recommends that the Division of Motor Vehicles establish
attainable goals and accompany them with measures on the progress made in
achieving each goal.

3. The Division of Motor Vehicles should enhancing the user-friendliness and
transparency of its website by incorporating the website elements identified by
the Legislative Auditor.

4, The Division of Motor Vehicles should develop plans for and implementation of
provisions of additional online services.

pg. 6 | WestVirginia Legislative Auditor
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ISSUE1

Overall, the Division of Motor Vehicles Has Adequate
Internal Controls Over Cash Management, But the
Policy and Procedures Manual Needs to Be Updated and
Communication Needs to Be Improved.

Issue Summary

The Office of the Legislative Auditor conducted a review of the
internal controls in place at the Division of Motor Vehicles (DMV) for
cash management. The Legislative Auditor found that the DMV overall
has adequate internal controls for cash management; however, there are
some areas where internal controls can be strengthened. Although the
agency has written policies and procedures, these do not include all of the
control activities performed at various levels along the cash and electronic
payment process. The agency’s policies and procedures manual needs to
be updated. In addition, the DMV needs to improve the communication
of its procedures. The training received is done on a regional basis
and is not uniform from one regional office to another. Other areas of
communication need to be improved to ensure that employees have a
sufficient understanding of proper cash handling procedures.

The DMV Has Established an Appropriate Internal Control
Environment in Its Cash Management Processes

Internal controls are vital to safeguarding assets and preventing
and detecting errors and fraud. The DMV collected from the public
nearly $300 million in FY 2012 in the form of cash, personal checks,
debit and credit cards. Given this relatively large amount of revenue
being received from the public, it is necessary that the DMV has sufficient
internal controls in place to provide reasonable assurance that funds are
handled appropriately, accurately accounted for, and the risk of errors and
fraud is minimal. The Legislative Auditor sought to determine whether
the DMV has sufficient controls in place to prevent and detect theft and
fraud by evaluating the agency’s written policies over cash and electronic
payment handling activities and the actual practices at both the regional
office and agency level. These policies and practices were assessed based
on GAO standards, which indicate that the following control activities
should be present for proper internal control.

a. Appropriate documentation of internal controls — Are
internal controls documented in management directives,
administrative policies, or operating manuals either
electronically or in paper form?

Internal controls are vital to safe-
guarding assets and preventing and

detecting errors and fraud.

Performance Evaluation & Research Division
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. Review of employee compliance with internal controls

— Does management monitor employee compliance with
internal controls over the cash and electronic payment
process?

. Communication of policies and procedures — Is adequate

training provided to ensure that employees perform their
duties correctly?

. Controls over information processing — Are there

controls in place to decrease human error in data entry? Is
access to data limited?

. Physical control over vulnerable assets — What security

exists for cash? Is access to cash limited?

Segregation of duties — Are duties and responsibilities
pertaining to cash flows segregated in order to reduce the
risk of error or fraud?

Proper execution of transactions and events — Are
transactions authorized and executed only by persons
acting within the scope of their authority?

Accurate and timely recording of transactions and
events — Are transactions recorded promptly to maintain
their relevance and value?

Appropriate documentation of transactions — Are
transactions clearly documented, and is the documentation
readily available for examination?

Division of Motor Vehicles
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Figure 1 below briefly describes the proper procedures for regional
offices to follow in receiving payments from the public.

Figure 1
Procedure for Receiving Payments at Regional DMV Offices

The next business day, the . .
v When the main office receives

[ ) ice Opening supervisor recounts :
Re)res(et::tt;tli]\]'ir(g;?:ceives thle(Ie)gsitlheforetakin itto iz 0l =2 oo 102 T
Pre A= o 1 fore taking are entered into WVFIMS by an
payment from customer. the bank or sendingithy

: A employee.
courier to be deposited. ploy

A second employee checks the

_ figures for accuracy and
Atthe end of the day, the CSR

; The supervisor faxes end-of- approves the transaction to the
counts the money from his/her | . T s Office. A third
register in a secure location, in the-day reports to themain RIS AT, (AT

' office at the end of the day. employee enters the

the presence of the supervisor. (e L T o el

spreadsheet.

After each register has been
counted, the supervisor
performs a total reconciliation
and counts out the day's
deposit, which is placed in the
vault overnight.

The regional office mails the
original documentation to the
main office, where itis placed
with the faxed information and

filed.

After the CSR counts the funds,
the supervisor recounts them in
the presence of the CSR.

Source: DMV policies and procedures, interviews with DMV staff.

A. Appropriate documentation of internal controls

As will be detailed in the following sections, the DMV has written
policies and procedures concerning the cash management process for
CSRs, regional office supervisors and managers, and Accounting Office
staff. However, these documents do not reflect all of the internal controls
that are or should be in place. For example, the DMV indicated that it
requires the opening manager and the closing manager at regional offices
not to be the same person. However, this segregation of duties is not
written in policy, and it is followed in some offices but not in others. The
Legislative Auditor recommends that the DMV update its written
policies and procedures to document all controls in order to ensure
that practices are followed uniformly and help to minimize the
potential for fraud and abuse.

The DMV has written policies and
procedures concerning the cash man-
agement process for CSRs, regional
office supervisors and managers, and
Accounting Office staff. However,
these documents do not reflect all of
the internal controls that are or should
be in place.

Performance Evaluation & Research Division | pg. 9
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B. Reviews of employee compliance with internal controls

There are several levels at which compliance with internal controls
over the processing of cash and electronic payments is evaluated. At the
employee level, Customer Service Representatives (CSRs) are evaluated
at the end of each shift for fund accuracy. If there is an overage or
shortage of cash, an Outage Report is completed and reprimands may be
made based on the amount of fund discrepancies. See the CSR Outage
Policy in Appendix C.

The DMV Accounting Office also evaluates the performance of
the regional offices. Although it is notincluded in the Accounting Office’s
written procedures, once per month, Accounting Office staff randomly
selects three days’ worth of transactions from each regional office for
verification. This audit ensures that the documentation for each selected
day is correct and that proper procedures were followed. An incidence
of embezzlement occurred at the Princeton regional office in 2013 and
it was discovered in the course of one of these monthly audits when the
Accounting Office employee checking documents noticed that some
validated deposit slips had not been received from that office. When slips
were received, the validation dates on some deposit slips varied greatly
from the date that the deposit amounts had been entered into FIMS by
the Accounting Office. In most cases under normal circumstances, the
date the bank validates a deposit slip is the same as the date the deposit
is entered into FIMS. In some cases there is a variance of one or two
days and during certain times, such as around holidays, there may be a
larger variance of three to five days. In the Princeton case, there was a
variance of up to 20 days. Although comparing the dates of validation
with the dates deposits were entered into FIMS was not officially part of
the monthly audit process at the time, since the Princeton embezzlement
was discovered, this has been incorporated into the items evaluated. In
discussions with Accounting Office staff, it was stated that these monthly
audits have always been utilized, but that at certain times they may have
taken less priority, such as when there were staffing shortages or other
more pressing matters to address. Since it was discovered that theft had
occurred, the audits have been made more of a priority.

The Accounting Office also has an Audit Section that performs
unannounced audits of regional offices. These audits occur about every
18 months per office, although the timeframe differs in order to ensure
the audits are truly unexpected. The DMV is in the process of hiring
an additional auditor in order to conduct audits more frequently. These
audits look at all aspects of the operation of the offices and include
reviews of fixed assets and inventory as well as tests or observations of

pg. 10 | WestVirginia Legislative Auditor
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checkout procedures, safekeeping of assets, cashiers’ tapes, time keeping,
credit card procedures, security systems, and the driver licensing system.
These audits are also not included in the agency’s written policies and
procedures.

The Legislative Auditor finds that the DMV promotes
accountability and accuracy in the flow of payments through the
DMV regional offices. However, it is important that these processes
be included in the agency’s written policies and procedures in order to
ensure that the process is followed consistently and properly. The agency
should update its policies and procedures to include all control measures
that are being utilized.

C. Communication of policies and procedures

Although the Director of Regional Office Operations indicated
that training is occasionally conducted at the DMV training center for the
newest CSRs statewide when funding is available, most employee training
is performed on the job by regional office management. The Director
further states that regional office management is “periodically” brought
to Charleston to receive instruction on new policies and procedures.
Although funding limitations and differing hiring timeframes might
make it difficult to hold centralized training for new CSRs, the DMV
should consider creating a uniform in-house training program for
use by each regional office in order to ensure that all new employees
receive the same training and proper instruction on policies and
procedures.

There are written policies concerning the processes CSRs,
supervisors, managers, and accounting office staff are to follow in
performing their duties. These policies are provided in Appendix C.
PERD staff visited two field offices, those located in Huntington and
Point Pleasant, to observe operations and speak to CSRs and management
to determine how knowledgeable staff members are of these policies and
whether the policies are being followed. CSRs and management staff at
these locations were familiar with the appropriate processes and followed
them properly. However, although the DMV Commissioner indicated that
all employees must sign off on the policies when hired, this requirement
is not included in the written procedures. The Huntington office was
unable to provide signature forms for its employees and the manager of
that office indicated that neither he nor the previous manager had ever
had employees sign off on them. He later provided all employees with
a copy of the policies and procedures and forwarded the signature pages

Performance Evaluation & Research Division |

Although the Director of Regional Of-
fice Operations indicated that training
is occasionally conducted at the DMV
training center for the newest CSRs
statewide when funding is available,
most employee training is performed
on the job by regional office manage-
ment.

Although the DMV Commissioner in-
dicated that all employees must sign
off on the policies when hired, this re-
quirement is not included in the writ-
ten procedures.

pg. 11



Division of Motor Vehicles

for each employee to the Legislative Auditor. It is important to ensure
that employees are informed of the policies and procedures they are to
follow. Requiring employees to confirm receipt of this information both
ensures a knowledgeable workforce and protects the agency and the
public by preventing mistakes or abuse by employees who are or claim to
be uninformed of the correct procedures. The DMV should incorporate
this requirement into its written policies and procedures and include
it in any training program that might be developed in the future.

D. Controls over information processing

As discussed in the next section, the documentation and validation
process at the regional office and accounting office levels help to prevent
and detect human error. There are also checks in place to limit data access.
At the regional offices, each CSRs computer is password protected and
must be locked when the CSR is not at his or her station. Accounting
Office staff must log onto FIMS using a personal identification number
and password. Only certain employees are able to access the DMV deposit
information. Once a transaction has been approved and transmitted to the
Treasurer’s Office, FIMS does not allow any changes to be made to that
transaction.

E. Physical control over vulnerable assets

All staff members have an ID card and are supposed to wear it
where it is easily visible. Only authorized personnel are allowed behind
the counter. As discussed in the previous section, all CSRs have an
individual password used to lock their terminals and are instructed to
do so any time they leave their stations. Both the CSR and the manager
or supervisor count the register moneys at the end of the shift in a
secure location and the funds are never to be left unattended during this
process. Each regional office has a safe in which money is kept and only
supervisors and managers have access to these safes. Where available
regional offices use a courier service to transport deposits to the bank.
If a courier service is not available, a supervisor or manager transports
deposits to the bank.

F-G. Segregation of duties/Proper execution of transactions and
events

According to the DMV Commissioner, the main reason the theft
at the Princeton regional office occurred was that the former manager
had eliminated a certain aspect of the segregation of duties. The DMV
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Commissioner indicated that there is to be a different opening manager
than closing manager in order to ensure that no one is able to deposit
inaccurate amounts or delay deposits in order to “borrow” funds for
personal use and replace them before depositing the money in the bank.
However, this segregation is not detailed in the agency’s policies and
procedures, and it was found in PERD’s office visits in Huntington and
Point Pleasant that this segregation of duties is not being practiced in the
Huntington office, but is being practiced in the Point Pleasant offices. The
DMV should include segregation of management duties in its policies
and procedures and ensure that this segregation is practiced.

There is segregation of duties at the CSR and Accounting Office
levels, and checks are in place to ensure that only authorized individuals
carry out certain actions. Both the CSR and the manager/supervisor
count the cash drawer at the end of the shift to ensure fund accuracy.
Additionally, CSRs are not able to issue refunds. In order for a refund
to be conducted, a manager must log onto the register to complete the
transaction. Deposit amounts are entered into FIMS by the accounting
office rather than by regional office management. Once a staff member
has entered the deposit amount into FIMS, generating a FIMS cover sheet,
the cover sheet and supporting documentation from the regional office
are provided to another accounting office staff member, who verifies
the accuracy of the deposit amount before approving the transaction to
the Treasurer’s Office. These requirements are detailed in the written
policies and procedures.

H. Accurate and timely recording of transactions and events

All transactions that take place at a register are recorded on the
register tape as they occur. Transaction totals are transmitted by fax to the
Accounting Office the nextmorning and entered into FIMS that day. PERD
staff saw no issues with the timeliness of the recording of transactions,
however, the policies and procedures do not specify a timeframe for the
transmittal of original documents to the Accounting Office, and based on
discussions with regional office staff in Huntington and Point Pleasant,
no set schedule seems to be used in practice. It is recommended that
the DMV incorporate into its policies and procedures instructions
detailing when original documentation is to be sent to the Accounting
Office for filing.

The DMV Commissioner indicated
that there is to be a different opening
manager than closing manager.

However, this segregation is not de-
tailed in the agency’s policies and pro-
cedures, and it was found in PERD’s
office visits in Huntington and Point
Pleasant that this segregation of du-
ties is not being practiced in all cases.
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I._Appropriate documentation of transactions

Transactions are clearly documented along every step of the cash
flow process. Each register documents every transaction and at the end
of the shift, the register tape showing each transaction and cumulative
totals by kind of transaction is printed for each register. Register tapes
are then transmitted with other daily paperwork to the Accounting Office.
This daily paperwork includes Cashier’s Reports for each register,
a Master Cashier Report showing all payments received and the fund
distribution of these payments, a Credit Card Summary showing the total
credit card payments received by type of card, and validated deposit
slips. As previously discussed, the Accounting Office documents the
deposit transmitted to the Treasurer’s Office with a FIMS Deposit Cover
Sheet. All of this documentation is filed by month and regional office,
and maintained in the Accounting Office for four to six months before
being sent to archives where it is held indefinitely. Although the retention
of documents was not within the scope of this audit, a retention schedule
for documents is clearly necessary to prevent records from being held
“indefinitely.” The agency indicated that a retention schedule has been
developed and is pending approval that would require records to be
destroyed after five years.

The Legislative Auditor’s Office conducted a review of these
documents to verify that regional offices are submitting all required
information and both the regional offices and the Accounting Office
are taking all appropriate steps to ensure accuracy and accountability
in cash flows. A five percent sample was randomly selected from 23
of the 24 regional offices for the 2013 fiscal year. The Summersville
regional office was excluded because it did not open until August 2013.
Sampled documents were reviewed for completeness, evidence of proper
procedures being followed, and accuracy and validity. Based on the
agency’s written policies and procedures and interviews with Accounting
Office staff, the following criteria were included:

e Completeness — are all required documents included in each
file?

o faxed deposit slip, credit card summary, and master
cashier report;

0 bank-validated deposit slip, original credit card summary,
original master cashier report, original register tapes;
and

0 FIMS cover sheet.

e Were proper procedures followed?
o0 explanations provided for any cash overages/shortages,
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o FIMS cover sheet initialed by the individual double-
checking for accuracy, and

0 FIMS ID number generated on the cover sheet written on
the Master Cashier Report.

e Is the information shown on the documents valid and accurate?

o all deposit numbers match (i.e, no data entry mistakes),
and

0 bank validation dates match FIMS cover sheet generation
date allowing for a few days’ variance.

The findings of this review were positive. Every sample file was
found to contain all required documentation. In all but three instances all
proper procedures were followed. The CSR Outage Policy governs the
procedures for handling situations where cash registers are over or under
the amount they should be at the end of the shift. These overages or
shortages are known as outages. The Outage Policy requires that outage
reports be completed for any cash overage or shortage over $25, but no
documentation is required for a single outage of less than $25. Although it
is not included in the written policies and procedures, in practice regional
office managers are to include an explanation on the register tape of any
outage, regardless of amount. The Morgantown regional office failed to
explain two overages, one in the amount of $5 and one in the amount of
$1, and the Winfield office failed to explain a $10 cash shortage on the
register tape. It is important that the reason for any cash discrepancies be
documented in order to ensure accountability, therefore the DMV should
include in its written policies and procedures the requirement that
regional offices provide explanations on the tape for all outages.

In all the sample files, deposit numbers on deposit slips, Cashier’s
Reports, and FIMS cover sheets matched. In most cases the dates on
reviewed deposit slips were the same as the date the deposit amount was
entered into FIMS. In four instances the dates varied by several days, but
these coincided with Veteran’s Day, Thanksgiving, the New Year holiday
and a weekend, so the variances were not questionable. Only the Weirton
regional office had variances with no obvious coinciding holidays to
explain the differences, with dates in 5 of the 13 sampled files varying
by four to five days. The Accounting Office indicated that the delay in
Weirton’s deposits being delivered to the bank was caused by an issue
with the cash courier service that has been addressed. The service was
picking up deposits daily, but keeping the deposits in the courier vault
overnight because they could not get to the bank before it closed. The
Treasurer’s Office has since approved deposits to a different location,
which will eliminate the timeliness issue.

A random sample of regional office
documentation showed that regional
offices are submitting all required in-
formation and that appropriate steps
are being taken to ensure accuracy
and accountability in cash flows.
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Conclusion

The Legislative Auditor found that the DMV has established an
adequate control environment to ensure accuracy and accountability
in managing cash and electronic payments. However, additional
improvements can be made to ensure that all employees are aware of
policies, that policies are followed uniformly at all times in the various
regional offices and in the Accounting Office, and that adequate
segregation of duties is enforced to ensure accountability and reduce the
threat of fraud and abuse.

Recommendation

1. The Division of Motor Vehicles should make the internal controls
improvements identified by the Legislative Auditor’s Office in
order to better safeguard assets and prevent and detect errors
and fraud.
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Issue 2

Although the Division of Motor Vehicles Provides Relevant
Goals and Measures and Shows Good Performance
in Important Areas, Many Important Goals Have
Been Reported Year After Year and Have Yet to Be
Accomplished.

Issue Summary

The state budget process requires agencies to submit performance
goals and measures in order to increase accountability and provide insight
mto how well the agency 1s achieving its mission. The DMV provides
goals and measures in the FY 2014 Executive Budget that are relevant to
its mission, and reflect good performance in important areas. However,
several of the goals provided have been carried over from one year to the
next, which indicates that they have not been accomplished as desired.
The agency should establish attainable goals and accompany them with
measures on the progress made to achieve each goal.

The Division of Motor Vehicles’ Mission Statement Is Fully
Supported by Statute

The West Virginia Department of Revenue requires state agencies
to submit division-level performance measures as part of the appropriation
request process. Other information reported includes the agency’s mission
statement, goals, and objectives. Although appropriations are not based
on the performance measures reported by agencies, performance measures
are required to ensure accountability and to encourage agencies to be
results-oriented. The Legislative Auditor has observed that many state
agencies have not provided adequate performance goals or measures in
the Operating Details of the State’s Executive Budget. In some cases,
the performance measures are not strongly tied to the agency’s overall
mission, while in other cases only goals are listed without measures. In
addition, state agencies often do not provide goals or benchmarks for
their performance measures. Without a performance goal or benchmark,
a performance measure does not indicate whether performance 1s good

or needs improvement.

The DMV states its mission as follows:

Division of Motor Vehicles

The DMV provides essential licensing, titling, and
vehicle registration to the public; promotes highway
safety; and collects revenue for transportation
programs.

Performance Evaluation & Research Division
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The Legislative Auditor examined the agency’s mission statement
to determine if the agency’s focus is statutorily supported. The performance
of an agency is tied to what the agency considers its mission. Therefore,
the mission should be clearly understood by the agency and it should not
be more or less than what is statutorily required. The Legislative Auditor
determines that the agency’s mission statement is supported by statute as
shown in the table below.

The DMV’s mission statement is:

fully supported by statute.

not supported by statute.

less than statutorily required.
more than statutorily mandated.

determined administratively as allowed by statute.

The DMV is created in West Virginia Code §17A-2-1. The agency
performs various duties pertaining to vehicles and drivers assigned in the
following chapters of West Virginia Code:

e WVC §17A—Motor Vehicle Administration, Registration,
Certificate of Title, and Antitheft Provisions

WVC §17B — Motor Vehicle Driver’s Licenses

WVC §17C — Traffic Regulations and Laws of the Road
WVC §17D — Motor Vehicle Safety Responsibility Law
WVC §17E — Uniform Commercial Driver’s License Act
WVC §17F — All-Terrain Vehicles

WVC §17G — Racial Profiling Data Collection Act

Additionally, the agency is responsible for administering the Governor’s
Highway Safety Program, which was transferred to DMV authority by
executive order in 1998.

The Agency Only Provides Measures for a Few of Its
Goals

Of the twelve goals reported in the FY 2014 Executive Budget,
the DMV provided performance measures for four. These four goals and
performance measures are discussed below.

Goal 1: Improve the availability and use of web-based International
Registration Plan (IRP) business processes by increasing the
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number of Internet IRP transactions to 35% and the use of
electronic payment by customers to 90% by the end of FY

2014.
Table 1
Percent of IRP Registrations and Payments Made Online
Fiscal Year Actual | Actual | Estimated | Actual | Estimated | Estimated
2010 2011 2012 2012 2013 2014
IRP registrations | 3505 | 3004 30% 30% 33% 350
via internet
IRP customers
using electronic 75% 80% 80% 80% 85% 90%
payments
Source: State of West Virginia FY 2014 Executive Budget (unaudited).
Increasing the use and availability of online IRP
transactions has been listed as an objective in the Executive Budget
by the DMV since 2010, with the stated goals increasing from 25% of
registrations and 70% electronic payments in 2010 to the current goals of
35% and 90% respectively. The agency exceeded its goals in 2010 and
is striving to continue to make improvements each year, as shown by the
provided performance measures.
Goal 2: Ensure that 90% of all DMV business transactions can be
performed at regional offices by the end of FY 2016.
Table 2
Percent of Transactions Available at Regional Offices
Fiscal Year Actual | Actual | Estimated | Actual | Estimated | Estimated
2010 2011 2012 2012 2013 2014
Transactions that
can be completed at 75% 75% 78% 75% 78% 80%
regional offices

Source: State of West Virginia FY 2014 Executive Budget (unaudited).

Ensuring the provision of services at regional offices has also
been an objective provided by the DMV since 2010. That year, the stated
objective was to make all services available. In the Executive Budget
documents since, the objective has been to ensure the provision of 90%
of transactions at regional offices. The agency has failed to meet its goal
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each year and the actual percentage of transactions that can be completed
at regional offices was stagnant from 2010-2012, which shows that the
agency needs to make improvements in this area.

Goal 3: Decrease the alcohol-related fatality rate per hundred million
vehicle miles traveled (HMVMT) to 0.40 by the end of FY

2017.
Table 3
Alcohol-Related Fatality Rate Per HMVMT
Fiscal Year Actual | Estimated | Actual | Estimated | Estimated | Estimated
2010 2011 2011 2012 2013 2014
Alcohol-related
fatality rate per .051 0.48 0.56 0.50 0.48 0.46
HMVMT
Source: State of West Virginia FY 2014 Executive Budget (unaudited).
The objective of decreasing alcohol-related fatality rates has been
in place since 2010, with the goal decreasing from a rate of 0.47 in that
year to the current goal of 0.40. The agency has never met its set goal and
the alcohol fatality rates per HMVMT have fluctuated through the years,
which indicates that improvements are needed in this area.
Goal 4: Increase the number of driver’s license reinstatements by 3.50%
per year through improved awareness of and completion of
driver improvement programs.
Fiscal Year Actual Actual Estimated Actual Estimated Estimated
2010 2011 2012 2012 2013 2014
Change in 401% | 9.06% | 350% | 8.94% | 3.50% 3.50%
reinstatements
Driver license 41640 | 45412 | 47,001 | 51,205 | 52,997 54,852
reinstatements

The objective of increasing the number of driver’s license
reinstatements has been included in the Executive Budget since 2010.
According to the figures reported by the agency, this goal has been
exceeded for the past several years, which indicates that the agency is
performing well in this area.
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The remaining eight goals were listed without performance
measures. While most of these goals are what can be considered one-
time goals, all have been included in the Executive Budget for multiple
years, with only the end-date being updated from one year to the next.
These goals are described below.

Goal 5: Migrate from the current embossed registration plate production
method to a modern digitalized production method by the beginning of
2015. This goal was also provided as an objective in 2013. The end-date
goal provided at that time was 2014.

Goal 6: Complete a 100% reissuance of all registration plates by the
beginning of 2018. This goal was also provided as an objective in 2013.
The end-date goal provided at that time was 2017.

Goal 7: Implement electronic lien transaction among DMV, dealers, and
lien holders by the beginning of 2014. This goal has been included in the
Executive Budget every year since FY 2010. Each year the end-date is
advanced to the next year.

Goal 8: Implement an on-line personal property tax verification system
for registration renewals by the end of FY 2014. This goal has been
included in the Executive Budget every year since FY 2010. Each year
the end-date is advanced to the next year.

Goal 9: Complete an update of the leasing program to verify tax
collections by the lessor by the end of FY 2016. This goal has been
included in the Executive Budget every year since FY 2011. Each year
the end-date is advanced to the next year.

Goal 10: Develop a customer-centric business system by replacing three
outdated stand-alone databases to provide state-of-the-art motor vehicle
services to customers in an efficient and cost-effective manner by the end
of FY 2018. This goal has been included in the Executive Budget every
year since FY 2010. Each year the end-date is advanced by a year.

Goal 11: Complete by the end of FY 2015 the first phase of the customer-
centric business system (a point-of-sale case management and inventory
system). This goal has been included in the Executive Budget every year
since FY 2011. Each year the end-date is advanced.

Goal 12: Implement the National Motor Vehicle Title Information
System on-line application by the end of FY 2015. This goal has been
included in the Executive Budget since FY 2012. In each year the end-
date is advanced to the next year.

The Legislative Auditor requested updates from the DMV concerning
the agency’s progress in attaining the unmeasured goals listed in the

Eight goals were listed without perfor-
mance measures. While most of these
goals are what can be considered one-
time goals, all have been included in
the Executive Budget for multiple
years, with only the end-date being
updated from one year to the next.
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Executive Budget. The agency indicated that Goal Twelve has been
achieved; Goals Five, Six, and Eleven are on track to be completed on
time; progress has been made toward achieving Goal Ten, although it is
unclear at this time if the goal will be met; Goals Seven and Eight have
been delayed; and Goal Nine is on hold.

These goals are important to the agency’s performance and would be
beneficial to the driving public. It would appear that the agency is not
taking action to meet many of these goals, but rather setting the same
goals year after year and moving the end-dates back. Goals should be
attainable and measurable. Therefore, goals should be accompanied by
measures. If they are one-time goals, there should be a measure on where
the agency is in accomplishing them. Pushing the end-date back each
year is not being accountable or transparent.

Conclusion

The agency’s mission statement is supported by West Virginia
Code and some of the goals and measures provided by the agency in the
FY 2014 Executive Budget are relevant to this mission. However, most
of the goals reported are not measured and are carried over from one
year to the next with no apparent action being taken to meet them. The
agency should set goals that it intends to meet and provide measures of
the progress being made in accomplishing these goals in the Executive
Budget.

Recommendation

2. The Legislative Auditor recommends that the Division of Motor
Vehicles establish attainable goals and accompany them with
measures on the progress made in achieving each goal.
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Issue 3

While the Division of Motor Vehicles Website Is User-
Friendly for the Most Part, Improvements Are Needed to
Enhance the Agency’s Transparency and Make Additional
Online Services Available.

Issue Summary

The Legislative Auditor’s Office conducted a literature review of
government website assessments and, using this information, developed
a list of attributes that should be considered for state agency websites.
The most common elements in previous studies were applied to establish
a set of criteria used to measure how the DMV website supports online
citizen engagement (see Appendix D). The website checklist has two
major components, User-friendliness and Transparency, which were
evaluated to create a total score for the agency. As illustrated in Table 4,
DMV integrates 50% of the checklist items within its website. This score
indicates that improvements can be made to the agency’s website.

Table 4
DMV
Website Evaluation Score
Substantial More Improvement | Modest Improvement Little or No
Improvement Needed Needed Needed Improvement Needed
0-25% 26-50% 51-75% 76-100%
DMV 50%

Source: The Legislative Auditor’s review of the DMV website.

In addition to assessing the user-friendliness and transparency
aspects of the DMV website, an evaluation was also conducted to determine
how customer-oriented the DMV website is. Although the agency has
increased the number of online services available to customers, there are
a number of additional services that could be added. While the DMV
provides examples of system enhancements that are being made to enable
these additions in the future, there do not seem to be clear plans in place
for the development of most of these. The agency should develop plans
for offering services such as online vehicle registration, driver’s license
renewal, and specialty license plate purchases in order to save costs and
increase customer convenience.

Performance Evaluation & Research Division

pg. 23



Division of Motor Vehicles

The DMV Website Scores Better in User-Friendliness Than
Transparency

In order for a citizen to actively engage with an agency online,
he or she must first be able to access and comprehend information on
the agency’s website; therefore, government websites should be designed
with citizens in mind. A user-friendly website is readable and allows
a citizen to easily navigate from page to page. Government websites
should also be transparent and provide citizens with confidence and
trust in the agency. Transparency promotes accountability and provides
information for citizens about what the government is doing. Asillustrated
in Table 5, the DMV website’s score indicates that there is some room
for improvement in user-friendliness and a more substantial need for
improvements to elements of transparency.

Table 5
DMV Website Evaluation Score
Category Possible Points Agency Points Percentage
User-Friendly 18 11 61
Transparent 31 13 42
Total 49 24 50

Source: Legislative Auditor’s assessment of the DMV website.

The DMV Website Could Benefit From Modest
Improvements to Enhance User-Friendliness

The DMV website is easy to navigate and includes some of the
core website elements such as a Frequently Asked Questions (FAQ)
section, a Site Map, and a search box on every page. Users can access
the homepage by clicking on the home button on the navigation bar on
any page of the website; however, the site is lacking in foreign language
accessibility and does not contain buttons to quickly adjust the font size
of the page. Additionally, some citizens may not easily comprehend the
language used on the website. In order to be easily understood, website
text should be on about the 6-7"" grade reading level. Although some
sections of the website fall within this range according to the Flesch-
Kincaid Test for measuring readability, other sections are on an 8" or 9"
grade reading level.

User-Friendly Considerations

Some key attributes that the DMV might consider incorporating
into its website in order to enhance user-friendliness are:
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e Foreign Language Accessibility - A link to translate all webpages
into other languages other than English.

e Mobile Functionality — A mobile version of the agency website.

Feedback Options — A page where users can voluntarily submit

feedback about the website or particular section of the website.

e Social Media Links — The website should contain buttons that allow
users to post an agency’s content to social media pages such as
Facebook and Twitter.

The DMV Website Could Benefit From Additional Content
Elements to Enhance Transparency

A website that is transparent will have elements such as mail and
email contact information, the location of the agency, the agency’s phone
number, budget information, and performance measures. A transparent
website also allows interaction between the agency and citizens concerning
a host of issues. Appendix D demonstrates that the DMV website has
less than half of the core transparency elements that are necessary for a
general understanding of the agency.

The DMV website has less than half
of the core transparency elements.

Transparency Considerations

The DMV website has some elements of transparency, but could
benefit from improvements. The following are a few attributes that could
be beneficial to the DMV in increasing its transparency:

e Location of Agency Headquarters — An embedded map
that shows the agency’s location.

e Administrative Officials—Namesand contactinformation
of administrative officials. Although the site provides the
name of the Commissioner and the contact phone number,
the names of other officials are not provided, nor is the
agency address.

e DMV Budget- A link to the annual DMV budget.

e FOIA Information — Information on how to submit a
DMV FOIA request, ideally with an online submission
form.

e Public Records — Information relating to the agency’s
function, such as statutes, rules and regulations, etc.

e Agency History — A page explaining how the agency
was created, what it has done, and how, if applicable, its
mission has changed over time.

o \Website Updates — A website update status, ideally for
every page.

e DMV Performance Measures- A link from the homepage
providing the agency’s goals and performance measures.
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Additional Online Services Should Be Offered to Benefit
Customers and Decrease Costs

The DMV is a customer centric agency, providing services to
drivers, automobile owners, automobile dealers, and motor carriers,
among others. As such, it is important that the DMV provides services
with efficiency and convenience. A2002 report released by the Legislative
Auditor’s Office found that the development of online vehicle registration
renewal could save the State of West Virginia money while also providing
cost savings and increased convenience to citizens. However, in a 2005
compliance review the Legislative Auditor’s Office reported that the
agency was not offering this service. The DMV indicated at that time
that lobbying efforts of county sheriffs had prevented the development of
online registration renewal.

Although online registration renewal is still not being offered, the
following online services are available to DMV customers.

e Drivers may verify their license status (valid, expired,
suspended).

e Requests may be made for duplicate registration cards, decals,
or license plates.

e Address changes may be made.

e \ehicle dealers may offer point-of-sale services, such as
temporary tags and transfer slips.

e Commercial motor carriers may register, receive invoices,
pay for apportioned registrations, and receive out-of-state trip
permits.

The Legislative Auditor’s Office reviewed other states’ DMV
websites to see what services are being offered. Table 6 below shows
how many states offer online services.

. . . . Service Offered by West

Online Service Number of States Offering Service Virginia DMV
Registration renewal 47 N
Duplicate registration request 17 Y
Purchase personalized or specialty plates 24 N
IRP 29 Y
Address change 33 Y
Driver’s license/ID renewal 27 N
Driver’s license reinstatement 20 N
Duplicate driver’s license request 18 N
\oter registration 9 N
Source: State DMV websites
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As the table above illustrates, a number of states offer online services
not available to DMV customers in West Virginia. In spite of previous
recommendations by the Legislative Auditor’s Office, West Virginia is
still one of only three states not offering online registration renewal. States
have reported that increasing the number of services available online
has enhanced customer service and decreased costs. For example, the
Virginia Department of Motor Vehicles indicates that it costs the agency
only $3.83 to process a vehicle registration renewal conducted online
and only $11.26 to process an online driver’s license renewal, while the
same transactions conducted at a customer service center cost $9.55 and
$22.40, respectively. The agency also reported an average decrease in
wait-times of eight minutes in customer service centers.

Although the DMV has not calculated any potential cost savings
for offering online services, using Virginia’s experience as a basis for
estimation shows that possible savings are substantial. For example,
in 2012, there were 20,192 Class E non-commercial driver’s license
renewals in the state and 208,747 renewal registrations. If 40 percent
of these customers had utilized online services, the total savings to the
agency would have been about $567,589.

The California Department of Motor Vehicles indicates similar
results, with online customers experiencing convenience and cost savings
and customers conducting business in person having the benefit of shorter
lines and decreased waiting times.

The DMV indicates that the agency is in the process of expanding
online services. In response to 2009 legislation, an electronic insurance
verification program has been developed and will be active in January
2014. The agency is also working with the Secretary of State’s Office
to automate the voter registration process and is in the process of
developing a pilot program that would enable online issuance of Special
State/State Employee 1D’s, such as those issued to members of the State
Bar. Ultimately, it is hoped that this program will serve as the basis for
enabling online driver’s license renewals that would eliminate the need
for customers to visit DMV locations and lengthen the time period for
renewals from five to eight years.

The agency indicates that in order for other online services to be
offered, further modernization and integration of computer systems must
take place. For example, one hindrance to the development of online
registration renewals is the lack of online access to personal property tax
information. Currently about 38 counties provide personal property tax
information online. The agency states that integrating and modernizing
DMV systems will allow utilization of online information already
maintained by counties.

In line with the goal of modernization and integration, the agency
has developed an RFP for a unified cash register system that will enhance
auditing and inventory tracking capabilities and serve as the foundation

A number of states offer online servic-
es not available to DMV customers in

West Virginia.

States have reported that increasing
the number of services available on-
line has enhanced customer service

and decreased costs.
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for a unified system that will allow additional services to be offered. A
pilot program is also in process that enables the electronic transmission of
registration renewal information from county sheriff’s offices. Currently,
when renewals are received at sheriff’s offices, the money and updated
renewal information is sent to the DMV in batches and often several
weeks after the transaction is completed.

While the agency has and continues to make advances toward
increasing online service offerings, no solid plans seem to be guiding
goal-based developments in several strategic areas. Although the agency
indicates that modernizing and integrating systems will enable the further
expansion of online services into areas such as registration and driver’s
license renewals, there is no indication as to when this might happen.
Because there are such obvious benefits to the agency and to citizens of
the state, the DMV should develop plans for the provision of additional
online services. Providing transactions such as registration renewal,
driver’s license renewal, and special plates purchasing online would save
the agency money, increase convenience and cost-savings to customers,
and increase the efficiency of service at DMV centers.

Conclusion

As internet technology continually improves and becomes more
accessible, state agencies are utilizing websites to engage citizens as active
participants in the government process. The DMV website is missing
several elements that would enhance the availability of information to
citizens. In order to increase user-friendliness and transparency, the
agency should consider incorporating elements such as foreign language
accessibility, a site map, mobile functionality, budget and performance
measure information, and applicable public records. The agency should
also develop plans to offer additional online services in order to increase
efficiency and convenience and decrease costs, both for the agency and
DMV customers.

Recommendations

3. The Division of Motor Vehicles should enhancing the user-
friendliness and transparency of its website by incorporating the
website elements identified by the Legislative Auditor.

4, The Division of Motor Vehicles should develop plans for and
implementation of provisions of additional online services.
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Appendix B
Objective, Scope and Methodology

The Performance Evaluation and Research Division (PERD) within the Office of the Legislative
Auditor conducted this performance review of the Division of Motor Vehicles (DMV) as part of the Agency
Review of the Department of Transportation as required and authorized by the West Virginia Performance
Review Act, Chapter 4, Article 10, of the West Virginia Code, as amended. The purpose of the DMV is to
perform various duties pertaining to vehicles and drivers as established in West Virginia Code 817A-17G et
seq.

Objectives

The objectives of this review are to evaluate the internal controls the agency has over cash flows at
regional offices; to determine whether the DMV website is user-friendly, transparent, and customer oriented,;
and to evaluate the performance measures provided by the agency in the FY 2014 State of West Virginia
Executive Budget.

Scope

The scope of this review consisted of the DMV’s policies and procedures pertaining to cash flows and
the actual practices in place at regional offices and the DMV accounting office as illustrated by documents
from FY 2013 and site visits to two regional offices by PERD staff; DMV website content; and performance
measures contained in the FY 2014 Executive Budget.

Methodology

PERD gathered and analyzed several sources of information and conducted audit procedures to assess
the sufficiency and appropriateness of the information used as audit evidence. The information gathered and
audit procedures are described below.

Testimonial evidence gathered for this review through interviews with the DMV’s staff or other
agencies was confirmed by written statements and in some cases by corroborating evidence. Cash flow
processes were verified by site visits to the Huntington and Point Pleasant regional offices, where PERD staff
spoke with employees and observed transactions. Compliance with policies and procedures was evaluated
using a random sample of five percent of regional office documents from FY 2013. Performance measures
provided in the FY 2014 State of West Virginia Executive Budget were evaluated for relevance to the agency’s
mission and for how well they indicate the agency’s performance at meeting this mission. All information was
determined to be sufficient and appropriate.

In order to evaluate state agency websites, the Legislative Auditor conducted a literature review of
government website studies, reviewed top-ranked government websites, and reviewed the work of groups
that rate government websites in order to establish a master list of essential website elements. The Brookings
Institute’s “2008 State and Federal E-Government in the United States” and the Rutgers University’s 2008 “U.S.
States E-Governance Survey (2008): An Assessment of State Websites” helped identify the top ranked states
in regards to e-government. The Legislative Auditor identified 3 states (Indiana, Maine and Massachusetts)
that were ranked in the top 10 in both studies and reviewed all 3 states” main portals for trends and common
elements in transparency and open government. The Legislative Auditor also reviewed a 2010 report from the
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West Virginia Center on Budget and Policy that was useful in identifying a group of core elements from the
master list that should be considered for state websites to increase their transparency and e-governance. It is
understood that not every item listed in the master list is to be found in a department or agency website because
some of the technology may not be practical or useful for some state agencies. Therefore, the Legislative
Auditor compared the DMV’s website to the established criteria for user-friendliness and transparency so that
the DMV can determine if it is progressing in step with the e-government movement and if improvements to
its website should be made.

This performance audit was conducted in accordance with generally accepted government auditing
standards. Those standards require that the audit is planned and performed to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives. The
Legislative Auditor believes that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix C
DMV Policies and Procedures
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Appendix D

Website Criteria Checklist and Points System

Division of Motor Vehicles

User-Friendly

Description

Total Points
Possible

Total Agency
Points

Criteria

The ease of navigation from page to page
along with the usefulness of the website.

18

Individual
Points Possible

11

Individual
Agency Points

Search Tool

The website should contain a search box (1),
preferably on every page (1).

2 points

2 points

Help Link

There should be a link that allows users to
access a FAQ section (1) and agency contact
information (1) on a single page. The link’s
text does not have to contain the word help,
but it should contain language that clearly
indicates that the user can find assistance

by clicking the link (i.e. “How do I...”,
“Questions?” or “Need assistance?”)

2 points

2 points

Foreign language
accessibility

A link to translate all webpages into languages
other than English.

1 point

0 points

Content Readability

The website should be written on a 6®-7%
grade reading level. The Flesch-Kincaid Test
1s widely used by Federal and State agencies
to measure readability.

No points, see
narrative

Site Functionality

The website should use sans serif fonts (1),
the website should include buttons to adjust
the font size (1), and resizing of text should
not distort site graphics or text (1).

3 points

1 point

Site Map

A list of pages contained in a website that
can be accessed by web crawlers and users.
The Site Map acts as an index of the entire
website and a link to the department’s entire
site should be located on the bottom of every

page.

1 point

1 point

Mobile Functionality

The agency’s website is available in a mobile
version (1) and/or the agency has created
mobile applications (apps) (1).

2 points

1 point

Navigation

Every page should be linked to the agency’s
homepage (1) and should have a navigation
bar at the top of every page (1).

2 points

2 points

FAQ Section

A page that lists the agency’s most frequent

asked questions and responses.

1 point

1 point
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Division of Motor Vehicles
A page where users can voluntarily submit
Feedback Options feedback about the website or particular 1 point 0 points
section of the website.
. A short survey that pops up and requests users . e
Online survey/poll to evaluate the website. 1 point 0 points
The website should contain buttons that allow
Social Media Links | users to post an agency’s content to social 1 point 0 points
media pages such as Facebook and Twitter.
RSS stands for “Really Simple Syndication”
and allows subscribers to receive regularly : .
RSS Feeds updated work (i.e. blog posts, news stories, I pomnt I pomt
audio/video, etc.) in a standardized format.
.. Total Points Total Agency
Transparency Description Possible Points
A website which promotes accountability and
provides information for citizens about what
. the agency is doing. It encourages public
Criteria participation while also utilizing tools and 31 13
methods to collaborate across all levels of
government.
Individual Individual
Points Possible | Agency Points
Email General website contact. 1 point 1 point
Physical Address General address of stage agency. 1 point 0 points
Phone Number Correct phone number of state agency. 1 point 1 point
Location of Agency The agency’s contact page should 1nclud<’e ' |
an embedded map that shows the agency’s 1 point 0 points
Headquarters .
location.
Administrative Names (1) and contact information (1) of 2 point 1 point
officials administrative officials. OIS ot
Administrator(s) A biography explaining the administrator(s) : .
: i . . . . 1 point 1 point
biography professional qualifications and experience.
Privacy policy A c'lear e‘>‘<planat10¥1 of the agency/state’s I point I point
online privacy policy.
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The website should contain all applicable
public records relating to the agency’s
function. If the website contains more than
one of the following criteria the agency will
receive two points:

e Statutes
¢ Rules and/or regulations

).

Public Records 2 points 0 points
e Contracts
e Permits/licensees
e Audits
e Violations/disciplinary actions
e Meeting Minutes
e Grants
. A specific page that contains a form to file a . )
Complaint form complaint (1), preferably an online form (1). 2 points 1 point
Budget data is available (1) at the checkbook . .
Budget level (1), ideally in a searchable database (1). 3 points 0 points
Mission statement The agency’s mission statement should be 1 point 1 point
located on the homepage.
Information on events, meetings, etc. (1)
Calendar of events ideally imbedded using a calendar program 2 points 1 point
(1).
. Agency publications should be online (1) and . .
e-Publications downloadable (1). 2 points 2 points
A narrative describing the agency organization
Agency . A . . .
. (1), preferably in a pictorial representation 2 points 0 points
Organizational Chart . N
such as a hierarchy/organizational chart (1).
Graphic capabilities Allows users to access relevant graphics such 1 point 1 point
as maps, diagrams, etc.
Audio/video features Allqws users to access and download relevant N/A 0 points
audio and video content.
Information on how to submit a FOIA request
FOIA information (1), ideally with an online submission form 2 points 0 points
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Division of Motor Vehicles

A page linked to the homepage explaining
Performance . . .
the agencies performance measures and 1 point 0 points
measures/outcomes
outcomes.
The agency’s website should include a page
. explaining how the agency was created, what . :
Agency history it has done, and how, if applicable, has its 1 point 0 points
mission changed over time.
The website should have a website update
Website updates status on screen (1) and ideally for every page 2 points 0 points
D).
Job Postings/links to | The agency should have a section on
Personnel Division homepage for open job postings (1) and a link 2 points 2 points
website to the application page Personnel Division (1).
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