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EXECUTIVE SUMMARY

Issue 1: The Department of Administration Has Not 
Administered the “Records Management and Preservation 
of Essential Records Act” as Mandated by West Virginia 
Code §5A-8-1 et. seq. 

	 The	Legislative	Auditor	examined	the	Records	Management	and	
Preservation	of	Essential	Records	Act,	as	part	of	a	study	of	records	retention	
and	management.		The	Secretary	of	the	Department	of	Administration	is	
statutorily	charged	as	the	administrator	of	the	state	records	program.		West	
Virginia	Code	requires	the	Secretary	of	the	Department	of	Administration	
to	establish	procedures	 for	 records	management.	 	The	Secretary	stated	
that	extensive	discussion	has	occurred,	although	these	procedures	have	
not	yet	been	created.		Since	these	procedures	have	not	been	created,	state	
agencies	have	been	creating	and	following	retention	guidelines	on	their	
own.  Additionally, the following mandates have not been fulfilled, since 
procedures	for	records	management	have	not	been	created:

•	 Collection	of	records	retention	schedules	from	state	agencies.
•	 Review	of	the	program	for	selection	of	preservation	of	essential	

state	records.
•	 Submission	 of	 an	 annual	 report	 to	 the	 Governor	 and	 the	

Legislature.

Furthermore,	 the	 Act	 establishes	 the	 Records	 Management	 and	
Preservation	Advisory	 Committee	 to	 advise	 the	 Secretary	 of	 DOA	 on	
records management issues.  The Legislative Auditor could not find 
record	 of	 when	 this	 committee	 last	 met,	 and	 believes	 this	 committee	
should	be	merged	with	Records	Management	Preservation	Board,	which	
is	concerned	with	county	records.

Issue 2:  There Are Areas of Concern Over the Level of 
Protection the State’s Records Are Receiving, Most Notably 
That the Storage Facility Used to Store State Records Has 
Been Cited With Several Fire Violations by the Charleston 
Fire Department.

	 The	 statewide	 records	 storage	 contract	 is	 administered	 by	 the	
Department	 of	Administration	 and	 managed	 by	 NOVA	 Records,	 LLC.		

West Virginia Code requires the 
Secretary of the Department 
of Administration to establish 
procedures for records management.  
The Secretary stated that extensive 
discussion has occurred, although these 
procedures have not yet been created.
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NOVA	Records,	LLC,	is	located	at	1545	Hansford	Street	in	Charleston	
and	 houses	 over	 183,558	 cubic	 feet	 of	 state	 agency	 records.	 	 The	
Legislative	Auditor	had	a	number	of	concerns	regarding	the	NOVA	after	
an	August	2009	 tour	of	 the	facility.	 	As	a	 result	of	 these	concerns,	 the	
Legislative	Auditor	contacted	the	State	Fire	Marshal	and	the	Charleston	
Fire	Department.		These	inquiries	later	revealed	that	the	Nova	Records,	
LLC,	facility	had	been	cited	with	nine	violations	by	the	Charleston	Fire	
Department.		In	correspondence	with	the	Department	of	Administration,	
it	 seems	 that	DOA	was	unaware	of	 these	violations.	 	Additionally,	 the	
Legislative	Auditor	 had	 concerns	 about	 the	 heat	 and	 humidity	 of	 the	
facility,	 based	 on	 correspondences	 with	 the	Virginia	 Records	 Program	
Manager.		

Recommendations

1.	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration fulfill the statutory responsibilities outlined in West 
Virginia Code §5A-8-1 et. seq. by properly managing state records.

2. The Legislative Auditor recommends that the Secretary of 
the	 Department	 of	 Administration	 report	 to	 the	 Joint	 Committee	 on	
Government Organization in January 2010 with a projection of when 
records retention policies and procedures for state agencies can be 
finalized.

3.	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration comply with other mandates of the Records Management 
and	Preservation	Act.

4. The Legislative Auditor recommends that the Records Management 
and Preservation Advisory Committee and the Records Management 
Preservation	Board	merge.		

5. The Legislative Auditor recommends that the Secretary of the 
Department	 of	 Administration	 ensure	 that	 the	 State’s	 records	 have	
adequate fire protection.

6. The Legislative Auditor recommends that the Secretary of the 
Department	 of	 Administration	 reevaluate	 the	 need	 for	 a	 state	 records	
storage facility with conditions that meet best practices instead of the 
facility currently offered by NOVA Records, LLC.
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7.	 The	Legislative	Auditor	recommends	that	the	Legislature	consider	
defining the term “fireproof” in the Code of State Rules §148-14-1 et. 
seq.		

8.	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration address the contract requirements that have not been 
met.
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OBJECTIVE, SCOPE & METHODOLOGY

Objective
The	 objective	 of	 this	 study	 was	 to	 examine	 the	 Department	 of	
Administration’s	 compliance	 with	 statutory	 mandates	 made	 in	 West	
Virginia	Code	Chapter	5A,	Article	8,	Section	1	et.	seq.	and	to	review	the	
facility	that	is	used	to	store	state	records.		

Scope
The	scope	of	the	report	focused	on	the	Department	of	Administration’s	
fulfillment of statutory mandates made by the Records Management and 
Preservation	of	Essential	Records	Act,	since	2006.		Also,	the	Legislative	
Auditor	 concentrated	 on	 the	 Department	 of	 Administration’s	 contract	
with	NOVA	Records,	LLC,	beginning	in	2007.		

Methodology

The	Legislative	Auditor	utilized	information	contained	in	correspondences	
with	 the	 Secretary	 of	 the	 Department	 of	 Administration,	 notes	 and	
photographs	 collected	 from	 touring	 the	NOVA	 Records,	 LLC,	 facility,	
fire inspection reports provided by the Charleston Fire Department, and 
information	regarding	the	records	management	obtained	from	the	Virginia	
Records	Program	Manager.		Additionally,	West	Virginia	Code	and	West	
Virginia	Code	of	State	Rules	were	used	in	this	study.		Every	aspect	of	this	
review	 complied	 with	 the	 Generally	Accepted	 Governmental	Auditing	
Standards	(GAGAS)	as	set	forth	by	the	Comptroller	General	of	the	United	
States	of	America.
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The Department of Administration Has Not Administered 
the “Records Management and Preservation of Essential 
Records Act” as Mandated by West Virginia Code §5A-8-1 
et. seq. 

Issue Summary

	 As	 part	 of	 a	 study	 of	 records	 retention	 and	 management,	
the	 Legislative	 Auditor	 examined	 the	 Records	 Management	 and	
Preservation	of	Essential	Records	Act.		The	Secretary	of	the	Department	
of	Administration	 is	statutorily	designated	as	 the	administrator	of	state	
records	and	is	charged	with	their	management.		As	part	of	the	statutory	
duties	of	the	administrator,	West	Virginia	Code	§5A-8-1	et.	seq.	requires	
guidelines	 for	 establishing	 retention	 standards	 for	 state	 agencies.	 	The	
Legislative	 Auditor	 found	 that	 the	 Department	 of	 Administration	 is	
not fulfilling its responsibilities and has not established a records 
retention	program.	 	By	 the	Department	 of	Administration	not	meeting	
these	statutory	requirements	and	not	offering	proper	management,	state	
agencies	have	been	creating	and	following	retention	guidelines	on	their	
own.	 	Additionally,	since	a	records	management	program	has	not	been	
established,	 other	mandates	 required	by	 the	Records	Management	 and	
Preservation of Essential Records Act cannot be fulfilled.  

West Virginia Code §5A-8-5 Establishes the Secretary of 
the Department of Administration as the “Administrator” 
of the State Government Records Program

	 West	 Virginia	 Code	 §5A-8-1	 et.	 seq.,	 known	 as	 the	 Records	
Management	and	Preservation	of	Essential	Records	Act	(Act),	designates	
the	 Secretary	 of	 the	 Department	 of	 Administration	 (DOA)	 as	 the	
administrator	of	the	state	records	program.		As	the	administrator	of	state	
records,	 the	 Secretary	 is	 statutorily	 charged	 with	 management	 of	 the	
following	types	of	state	records:

•	 a record of a department, office, commission, board or other 
agency;

As part of the statutory duties of the 
administrator, West Virginia Code 
§5A-8-1 et. seq. requires guidelines 
for establishing retention standards 
for state agencies.  The Legislative 
Auditor found that the Department of 
Administration is not fulfilling its re-
sponsibilities and has not established 
a records retention program.

ISSUE 1
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•	 a	record	of	the	Legislature;
•	 a	 record	 of	 any	 court,	 whether	 statewide	 or	 local	 jurisdiction;	

and
•	 any	record	designated	or	treated	as	a	state	record	under	law.

Additionally,	records	are	considered	the	following:

•	 documents,
•	 books,
•	 paper,
•	 photographs,
•	 sound	recordings,	and
•	 other	material	regardless	of	physical	form	or	characteristics.

Furthermore, West Virginia Code §5A-8-4 defines essential records as 
the	following:

•	 Records	 containing	 information	 necessary	 to	 the	 operation	 of	
government	in	the	emergency	created	by	a	disaster.

•	 Records	containing	information	necessary	to	protect	the	rights	and	
interest of persons or establish and affirm the powers and duties 
of	government	 in	 the	 resumption	of	 operations	 after	 a	 disaster,	
which	are	not	necessary	in	emergency	created	by	disaster.

The Department of Administration Has Not Established 
Records Management Procedures for State Agencies

West	Virginia	 Code	 §5A-8-7	 requires	 that	 the	 Secretary	 of	 the	
Department	of	Administration

1.	 Establish	 standards,	 procedures,	 and	 techniques	 for	
effective	management	of	records

2.	 Make	 continuing	 surveys	 of	 paperwork	 operations	
and	 recommend	 improvements	 in	 current	 records	
management	 practices	 including	 the	 use	 of	 space,	
equipment	 and	 supplies	 employed	 in	 creating,	
maintaining,	storing	and	servicing	records

3.	 Establish	standards	for	record	retention	schedules	and	
disposal	of	unnecessary	state	records
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4.	 Select	the	state	records	that	are	essential	and	determine	
their	category

5.	 Obtain	reports	from	state	agencies	that	are	necessary	
for	program

In response to whether standard procedures have been 
created, the Secretary of DOA stated that extensive discussions have 
occurred, although standards have not yet been created.  Additionally,	
no	inventory	reports	have	been	collected	from	state	agencies	in	the	past	
three fiscal years that were requested by the Legislative Auditor, although 
reports	had	been	collected	 in	 the	past.	 	The	Secretary’s	 response	 is	 as	
follows:

Extensive research, planning, and discussions have 
occurred within the Department of Administration 
related to records management, generally, and to 
program framework and options in order to create and 
adopt a uniform state-wide records management policy 
and procedures; however, standards, procedures, and 
techniques have not yet been created.  

Without	guidance	from	the	DOA,	state	agencies	have	been	forced	
to	create	and	adhere	to	records	retention	schedules	on	their	own.		Recently,	
the	 Legislative	Auditor	 conducted	 a	 survey	 of	 state	 agencies’	 records	
retention	 practices,	 and	 found	 that	 there	 is	 inconsistency	 in	 how	 long	
agencies	maintain	records.		The	survey	results	show	that	some	agencies	
may	be	maintaining	records	for	too	long,	which	may	cause	agencies	to	
spend	funds	on	records	storage	unnecessarily.	

Multiple	 agency	 representatives	 stated	 in	 their	 survey	 response	
that	records	were	maintained	until	completion	of	a	legislative	audit.		The	
Legislative	Auditor	found	that	state	agencies	have	consulted	the	Archives	
section	of	 the	Division	of	Culture	 and	History	 for	guidance	 in	 storing	
records,	which	was	a	source	for	informing	agencies	that	records	had	to	
be	stored	until	an	audit	was	complete.		The Legislative Auditor states 
that agencies are not required to store records indefinitely until a 
legislative audit is completed.	 	This	 is	 a	 clear	 effect	of	 the	DOA	not	
having	standard	procedures.		If	procedures	were	in	place	for	state	agency	
personnel	to	refer	to,	they	would	not	have	to	consult	other	entities,	and	
possibly	receive	information	that	is	not	necessarily	a	best	practice.			As a 

 
Without guidance from the DOA, 
state agencies have been forced to 
create and adhere to records retention 
schedules on their own.
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result, the Legislative Auditor recommends that the Department of 
Administration adhere to the requirements of §5A-8-7, and establish 
records retention standards for state agencies. 	 Furthermore,	 the	
Legislative	Auditor	recommends	that	the	Secretary	of	the	Department	of	
Administration	report	to	the	Joint	Committee	on	Government	Organization	
in	January	2010	with	a	projection	of	when	records	retention	policies	and	
procedures for state agencies can be finalized. 

Upon the Creation of Records Management Procedures 
for State Government, the Department of Administration 
Should Comply with the Other Mandates of the Records 
Management and Preservation of Essential Records Act

	 In	 addition	 to	 establishing	 standards	 for	 records	 management,	
the Secretary of DOA is statutorily required to fulfill mandates that 
are	dependent	on	 the	completion	of	 the	 requirements	outlined	 in	West	
Virginia Code §5A-8-7.  Specifically, the Act mandates the following 
responsibilities	to	the	Secretary:

•	 Collect	records	retention	schedules	from	state	agencies	(§5A-8-
9(c)).

•	 Review	 at	 least	 once	 a	 year	 the	 program	 for	 the	 selection	 of	
preservation	of	essential	state	records	(§5A-8-14).

•	 Submit	 an	 annual	 report	 to	 the	 Governor	 and	 the	 Legislature	
(§5A-8-19).

Since	the	Department	of	Administration	has	not	created	a	records	
management	program	for	state	government,	other	mandates	established	
by	the	Act	can	not	be	completed.		Furthermore, upon the completion of 
a records management program the Legislative Auditor recommends 
that the Department of Administration comply with other mandates 
of the Records Management and Preservation of Essential Records 
Act.
The Records Management and Preservation Advisory 
Committee Is Not Functioning

West	Virginia	Code	§5A-8-6	establishes	the	Records	Management	

If procedures were in place for state 
agency personnel to refer to, they would 
not have to consult other entities, and 
possibly receive information that is 
not necessarily a best practice.
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and	Preservation	Advisory	Committee	to	advise	the	Secretary	of	DOA	on	
state	records	management	issues.		The	statute	establishes	the	following	as	
members	of	the	Committee:

The governor, [the] auditor, [the] attorney general, 
president of the Senate, speaker of the House of Delegates, 
the chief justice of the supreme court of appeals, a judge of 
a circuit court to be appointed by the governor, the director 
of  the office of emergency services, and the director of the 
section of archives and history of the division of culture and 
history, or their respective designated representatives.  

Although	the	statute	does	not	establish	the	frequency	that	it	is	to	
meet, the Legislative Auditor could not find record of when the Committee 
last	met.		In	an	audit	released	in	2008	on	the	boards,	commissions,	and	
committees	of	the	Department	of	Administration,	the	Legislative	Auditor	
recommended	that	the	Legislature	should	consider	merging	the	functions	
of	 the	 Records	 Management	 and	 Preservation	 Advisory	 Committee	
with	 the	 Records	 Management	 Preservation	 Board	 under	 the	 Division	
of	Culture	and	History.	 	The	Records	Management	Preservation	Board	
is	also	established	under	the	Records	Management	and	Preservation	of	
Essential	Records	Act,	but	is	concerned	with	the	preservation	of	county 
records rather	than	state	records.  Since	the	Advisory	Committee	for	state	
records	is	still	not	actively	meeting,	the	Legislative	Auditor	stands	by	the	
original	recommendation	of	merging	the	two	entities.		

Conclusion

The	Records	Management	and	Preservation	of	Essential	Records	
Act	 designates	 the	 Secretary	 of	 the	 Department	 of	 Administration	 as	
administrator	 of	 state	 records.	 	 As	 the	 administrator	 of	 state	 records,	
the	 Secretary	 of	 DOA	 is	 statutorily	 charged	 with	 the	 creation	 and	
implementation	of	a	records	management	program.		Thus	far,	the	Secretary	
has	not	created	or	implemented	this	program.		Without	guidance	from	the	
DOA,	 state	agencies	have	been	 forced	 to	create	and	adhere	 to	 records	
retention	schedules	on	their	own.		Also,	since	DOA	has	not	established	
records	management	procedures	for	 the	state,	other	statutory	mandates	
have not been fulfilled.  Specifically, the Records Management and 

Although the statute does not establish 
the frequency that it is to meet, the 
Legislative Auditor could not find 
record of when the Committee last 
met.
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Preservation	Advisory	Committee	has	not	been	functioning	as	required	
by	State	Code.		

Recommendations

1.	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration fulfill the statutory responsibilities outlined in West 
Virginia Code §5A-8-1 et. seq. by properly managing state records.

2. The Legislative Auditor recommends that the Secretary of 
the	 Department	 of	 Administration	 report	 to	 the	 Joint	 Committee	 on	
Government Organization in January 2010 with a projection of when 
records retention policies and procedures for state agencies can be 
finalized.

3.	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration comply with other mandates of the Records Management 
and	Preservation	Act.

4. The Legislative Auditor recommends that the Records Management 
and Preservation Advisory Committee and the Records Management 
Preservation	Board	merge.		
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There Are Areas of Concern Over the Level of Protection 
the State’s Records Are Receiving, Most Notably That the 
Storage Facility Used to Store State Records Has Been 
Cited With Several Fire Violations by the Charleston Fire 
Department.

Issue Summary

The	 Legislative	 Auditor	 reviewed	 the	 facility	 for	 storage	 of	
state	records,	managed	by	NOVA	Records,	LLC.		The	facility	provides	
adequate	 storage	 capacity	 for	 state	 records.	 	 However,	 the	 Legislative	
Auditor	 observed	 a	 number	 of	 concerns	 over	 the	 manner	 in	 which	
documents	 were	 stored	 and	 the	 level	 of	 protection	 against	 substantial	
damage.	 	The	 Legislative	Auditor’s	 initial	 observations	 suggested	 that	
the risk of fire damage may be high.  As a result of these concerns, the 
Legislative	Auditor	made	inquiries	with	the	State	Fire	Commission	and	
the	 Charleston	 Fire	 Department	 concerning	 the	 storage	 facility.	 	 The	
inquiries	revealed	that	the	storage	facility	used	by	the	State	for	its	records	
had	recently	been	cited	by	the	Charleston	Fire	Department	with	several	
fire violations.  As of the time of this report, these violations were still 
unresolved	to	the	satisfaction	of	the	Charleston	Fire	Department.		One	of	
the	unresolved	matters	involves	the	need	for	a	sprinkler	system.		It	appears	
that	the	Department	of	Administration	was	unaware	of	this	situation.		The	
Legislative	Auditor	has	a	secondary	concern	that	for	most	of	the	State’s	
records,	the	facility	provides	no	climate	control	for	long	term	protection	
against	heat	and	humidity.		Overall,	the	storage	facility	meets	the	State’s	
basic	storage	needs;	however,	the	level	of	protection	that	is	provided	does	
not	 follow	 best	 practices.	 	 The	 Legislative	Auditor’s	 primary	 concern	
is that fire protection at the facility is below standard.  The Legislative 
Auditor	 recognizes	 that	 using	 a	 storage	 facility	 that	 provides	 climate	
control	may	be	cost	prohibitive	for	the	State.		Therefore,	it	is	a	policy	issue	
for	the	Department	of	Administration	and	the	Legislature.		Nevertheless,	
the	 Legislative	Auditor	 recommends	 that	 the	 State’s	 records	 be	 given		
greater fire protection than presently is provided.

ISSUE 2

As of the time of this report, these 
violations were still unresolved to the 
satisfaction of the Charleston Fire 
Department.

The Legislative Auditor recommends 
that the State’s records be given  
greater fire protection than presently 
is provided.
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The Department of Administration Administers a Statewide 
Contract with NOVA Records, LLC, for the Storage of 
State Records

NOVA	 Records,	 LLC,	 (NOVA)	 is	 the	 current	 vendor	 of	 the	
statewide	contract	for	the	storage	of	state	agency	records.		The	contract	
is	administered	by	the	Department	of	Administration	(DOA).		NOVA’s	
Charleston	facility	houses	over	183,558	cubic	feet	of	state	agency	records	
and	is	located	at	1545	Hansford	Street,	about	half	of	a	mile	from	the	State	
Capitol	Complex.		Image	1	shows	the	exterior	of	the	facility.

                                    Image 1

          Exterior of NOVA Records, LLC, Charleston Storage Facility
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From	FY	2007	to	FY	2009,	the	State	has	paid	over	$1.6	million	
to	NOVA	Records	Management	 to	 store	 state	 records.	 	Table	1	 shows	
the total amount that state agencies have paid over the past three fiscal 
years.				

Table 1
FY 2007 - FY 2009 Total Payments to NOVA Records, LLC

FY	2007 $565,131
FY	2008 $570,286
FY	2009* $524,474

Total $1,659,891
Source: Information provided by the Department of Administration

* FY 2009 totals through May 14, 2009.

NOVA Records, LLC, Is Not Providing State Records 
Adequate Fire Protection
	
 West Virginia Code of State Rules §148-14-3 specifies guidelines 
for	a	state	records	center.		The	Rules	mandate	the	physical	location	and	
facility	requirements	that	are	to	be	maintained	by	the	center	as	follows:

The West Virginia State Records Center shall be a 
fireproof storage facility located in a centralized location 
in West Virginia which may be owned and/or operated or 
privatized.

As	 a	 result	 of	 touring	 the	 NOVA	 facility	 in	August	 2009,	 the	
Legislative Auditor had concerns about whether the facility was fireproof, 
and whether it offered the best protection against fire.  Specifically there 
were	concerns	about	the	lack	of	a	sprinkler	system,	and	a	wood	roof	with	
electrical	wiring	attached	(see	Image	2).		Additionally,	in	some	storage	
areas,	boxes	were	stacked	close	to	the	top	of	the	wood	roof	(see	Image	3).		
Additonal	images	of	the	NOVA	facility	can	be	found	in	Appendix	C.

As a result of touring the NOVA 
facility in August 2009, the Legislative 
Auditor had concerns about whether 
the facility was fireproof.
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Image 2

     Electrical wiring attached to wood roof

Image 3

   Boxes of records stacked close to the top of the wood roof
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The	 Legislative	Auditor	 contacted	 the	 State	 Fire	 Marshal	 with	
questions about fire code requirements for the NOVA facility.  With 
the	assistance	of	the	State	Fire	Marshal,	it	was	revealed	that	the	storage	
facility	had	been	recently	inspected	by	the	Charleston	Fire	Department,	
and	the	building	had	several	violations.		The	Charleston	Fire	Department	
provided the Legislative Auditor with the fire inspection report dated 
May	15,	2009.		The	facility	was	cited	for	the	following	violations:

1.	 Lack	of	exit	signs	and	illumination
2.	 Lack	of	covers	for	junction	boxes
3.	 Storage	heights	of	combustibles
4.	 Storage	heights	and	clearance	from	ceiling
5.	 Refuse	stored	around	shredders	and	compactors
6. Aisle widths of filing systems
7.	 Vertical	opening	in	viewing	area	or	mezzanine
8.	 Inadequate	exit	off	the	mezzanine
9.	 Headroom	

The	 inspection	 report	 was	 signed	 as	 being	 received	 by	 a	
representative	from	NOVA.		The	Charleston	Fire	Department	sent	a	letter	
to NOVA dated June 3, 2009 with specific instructions for maintaining 
the facility in accordance with current fire and life safety standards, and 
notified the company that a plan of action was needed within 60 days.  
A	 copy	 of	 the	 inspection	 report,	 and	 follow-up	 letter	 are	 included	 in	
Appendix	D.		The	Charleston	Fire	Department	set	a	deadline	of	August	
31,	2009	as	the	result	of	a	verbal	request	by	NOVA	for	an	extension.			The	
action	plan	was	ultimately	submitted	to	the	Charleston	Fire	Department	
on	September	3,	2009.			In	turn,	the	Charleston	Fire	Department	responded	
to	two	of	the	items	in	the	action	plan	by	stating:

Your plan of action DOES NOT meet the minimum requirements 
of	the	code.

An	additional	30	days	has	been	given	to	NOVA	to	re-submit	the	
action	plan.		It does not appear that the Department of Administration 
was aware of the violations at the state records storage facility, since 
the Legislative Auditor was not informed of the violations through 
DOA.  Before learning of the fire violations, the Legislative Auditor had 

With the assistance of the State Fire 
Marshal, it was revealed that the 
storage facility had been recently 
inspected by the Charleston Fire 
Department, and the building had 
several violations.

An additional 30 days has been given 
to NOVA to re-submit the action plan.
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contacted	the	Secretary	of	the	Department	of	Administration	to	request	
whether he was satisfied that NOVA provided a facility that protected 
documents from disasters, such as fire.  In his response, the Secretary 
stated	that	through	tours	and	discussion	with	NOVA,	the	DOA	is:

…satisfied that NOVA Records, LLC, is able to protect 
documents from disasters such as fire....

The	 Legislative	 Auditor	 has	 determined	 that	 the	 state	 records	
storage facility is not fireproof, as required by the Code of State Rules.  
Although the term “fireproof” is not defined in the Rules, the Legislative 
Auditor is basing his conclusion on the fire inspection report from the 
Charleston	Fire	Department.		The	Legislative	Auditor	recommends	that	
the Legislature define the term “fireproof” in order for the Department 
of Administration and/or vendors to have guidance for fire protection of 
state	records	in	the	future.

NOVA Records, LLC, Is Currently in Violation of the 
Statewide Records Storage Contract

Per	the	2007	statewide	records	storage	contract,	the	facility	that	
maintains	state	records	must	provide	the	following	requirements:

The	 vendor	 must provide a facility that will protect all 
documents from disaster as defined in West Virginia Code 
5A-8-3 which states: “Disaster” means any occurrences 
of fire, flood, storm, earthquake, explosion, epidemic, riot, 
sabotage, or other conditions of extreme peril resulting 
in substantial damage or injury to persons or property 
within this state, whether such occurrence is caused by an 
act of God, nature, man, including an enemy of the United 
States.

The	 inspection	 report	 from	 the	 Charleston	 Fire	 Department	
indicates	that	the	facility	does	not	adequately	provide	protection	against	
fire for the facility’s content.  In fact, the inspection report indicates 
that some conditions at the facility are increasing the risk of damage 
by fire.

The Legislative Auditor recommends 
that the Legislature define the term 
“fireproof” in order for the Department 
of Administration and/or vendors to 
have guidance for fire protection of 
state records in the future.
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The Legislative Auditor Has Some Concerns With the 
Department of Administration’s Oversight of the Records 
Storage Contract

 West	Virginia	Code	§5A-3-4	authorizes	the	promulgation	of	rules	
regarding the Purchasing Division.  In turn, the “Procedures Handbook” 
created	by	 the	Purchasing	Division	prescribes	procurement	 regulations	
to state agencies.  Section 10.2.3 of the “Procedures Handbook” states 
the	following	regarding	the	responsibilities	of	state	agencies	which	are	
involved	in	contracts	with	vendors:

The agency is responsible for monitoring vendor 
performance and compliance with the specifications [of 
the contract] on a daily basis.

As	 stated	previously,	 the	Legislative	Auditor	 toured	 the	NOVA	
records	storage	facility	in	August	2009,	and	immediately	had	concerns	
as	 a	 result	 of	 the	 conditions.	 	 The	 Department	 of	Administration	 had	
indicated that it was satisfied that the facility had adequate fire protection.  
Those	 conditions	 should	 have	 been	 observed	 by	 the	 Department	 of	
Administration	 since	 it	 is	 responsible	 for	 administering	 the	 statewide	
contract	with	NOVA.		Additionally,	there	are	a	few	other	minor	areas	that	
DOA	should	address	concerning	the	contract	which	are	as	follows:
	

1. The Department of Administration stated that it has not verified 
if	the	facility	follows	the	Association	of	Records	Managers	and	
Administrators (ARMA) guidelines, although it has verified 
NOVA	is	a	member	of	ARMA.

2.	 NOVA	is	not	supplying	the	DOA	with	monthly	reports	showing	the	
agencies	that	store	documents	and	the	total	amount	of	cubic	feet	
per	agency	at	the	facility.		However,	NOVA	is	supplying	reports	
directly	to	each	individual	agency	regarding	the	total	amount	of	
storage	by	the	agency	as	well	as	monthly	billing	amounts.		The	
DOA	should	receive	these	same	reports	from	NOVA.

3.	 NOVA	 stated	 that	 it	 has	 conducted	 background	 checks	 of	 its	
employees, but the Department of Administration has not verified 
if	this	is	true.

Those conditions should have been 
observed by the Department of 
Administration since it is responsible 
for administering the statewide 
contract with NOVA.
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The State of Virginia Manages a Records Storage Facility 
with Greater Protection of Records than West Virginia’s 
Storage Facility
 Through	research	on	records	management	practices,	the	Legislative	
Auditor	found	that	the	state	of	Virginia	has	a	state-run	facility	located	in	
Richmond,	Virginia.		This	facility	represents	a	best	practice	in	the	storage	
of	state	records.		The	Legislative	Auditor	contacted	the	Records	Program	
Manager	for	Virginia’s	state	records	to	better	understand	records	facility	
management.	 	 In	 contrast	 to	 the	 facility	 which	 houses	 West	 Virginia	
records,	 the	Virginia	 records	 facility	 is	 fully	equipped	with	a	 sprinkler	
system	 and	 emergency	 lighting,	 which	 are	 backed	 by	 a	 generator.	 	A	
photograph	of	the	facility	is	shown	in	Image	4.		Additional	photographs	
are	included	in	Appendix	D.

Image 4

Virginia Records State Storage Facility

In contrast to the facility which houses 
West Virginia records, the Virginia 
records facility is fully equipped with 
a sprinkler system and emergency 
lighting, which are backed by a 
generator.
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 Also,	the	Virginia	records	center	is	an	environmentally	controlled	
facility	which	creates	a	stable	climate	for	records.		The	center	is	maintained	
at	 72	 degrees,	 and	 at	 45	 percent	 relative	 humidity.	 	According	 to	 the	
Records	Program	Manager,	heat	and	humidity	are	detrimental	to	records.		
Additionally, a room that is allowed to fluctuate in both temperature and 
relative	humidity	may	cause	condensation	on	the	articles	in	the	room	and	
accelerate	the	decomposition	of	paper	records.		The	Virginia	facility	was	
built	with	an	appropriation	of	$10	million.		The	FY	2010	budget	for	the	
center	is	$474,000,	and	considering	it	generated	$450,000	for	its	services	
last fiscal year, the facility is almost self-sustaining.   

Conclusion

	 The	Department	of	Administration	has	entered	 into	a	statewide	
contract	with	NOVA	Records,	LLC,	to	store	the	records	of	West	Virginia	
state	 government.	 	 The	 contract	 requires	 NOVA	 to	 maintain	 certain	
operating	environment	and	facility	guidelines.		Based	on	observations	by	
the Legislative Auditor’s staff and most notably the fire inspection report 
provided	 by	 the	 Charleston	 Fire	 Department,	 the	 State	 does	 not	 have	
adequate fire protection for the storage of state records.  The Charleston 
Fire Department cited the NOVA facility for nine fire inspection 
violations	in	its	report	dated	May	15,	2009.		The	Legislative	Auditor	will	
monitor NOVA’s actions in correcting the fire inspection violations at 
the	 state	 records	 storage	 facility,	 and	 will	 update	 the	 Joint	 Committee	
on	 Government	 Organization	 and	 Joint	 Committee	 on	 Government	
Operations	 at	 an	 appropriate	 time.	 	 Fire	 protection	 clearly	 must	 be	
enhanced	to	the	Charleston	Fire	Department’s	standards	for	the	State	to	
continue	 using	 the	 facility,	 but	 the	 Legislative	Auditor	 must	 point	 out	
the lack of a sprinkler system or fire suppression system in the facility.  
While	not	required	by	the	Charleston	Fire	Department,	a	sprinkler	system	
would	be	considered	corrective	action	for	some	of	the	violations.	 	The	
State	should	evaluate	whether	a	facility	with	a	sprinkler	system	or	other	
enhancements	 would	 be	 the	 best	 option.	 	A	 secondary	 concern	 is	 the	
lack	of	climate	control	in	most	of	the	facility.		The	Legislative	Auditor	
recognizes that enhancing fire protection beyond the requirements of the 
Charleston	Fire	Department	or	providing	climate	control	would	come	at	
a significant cost.  Providing a best-practice facility similar to the state of 
Virginia	may	be	a	cost	the	State	can	not	incur	at	this	time.		Therefore,	it	is	
a	policy	issue	for	the	Department	of	Administration	and	the	Legislature.		
The	Legislative	Auditor	recommends	that	the	Secretary	of	the	Department	

Fire protection clearly must be 
enhanced to the Charleston Fire 
Department’s standards for the State 
to continue using the facility, but the 
Legislative Auditor must point out 
the lack of a sprinkler system or fire 
suppression system in the facility.  

The State should evaluate whether 
a facility with a sprinkler system or 
other enhancements would be the best 
option.



pg.  2�    |    West Virginia Legislative Auditor

Department of Administration

of	Administration	reevaluate	the	need	for	a	state	records	storage	facility	
with	conditions	better	 than	 those	currently	offered	by	NOVA	Records,	
LLC.		

Recommendations

5.    The Legislative Auditor recommends that the Secretary of the 
Department	 of	 Administration	 ensure	 that	 the	 State’s	 records	 have	
adequate fire protection.

6.     The Legislative Auditor recommends that the Secretary of the 
Department	 of	 Administration	 reevaluate	 the	 need	 for	 a	 state	 records	
storage facility with conditions that meet best practices instead of the 
facility currently offered by NOVA Records, LLC.

7.					The	Legislative	Auditor	recommends	that	the	Legislature	consider	
defining the term “fireproof” in the Code of State Rules §148-14-1 et. 
seq.		

8.	 	 	 The	 Legislative	 Auditor	 recommends	 that	 the	 Department	 of	
Administration address the contract requirements that have not been 
met.
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Appendix A:   Transmittal Let-
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Appendix B:   Fire Inspection Report and Follow Up Letters 
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Appendix C:   Additional Images of the NOVA Facility

NOVA Facility Shredding Area

Loading Dock Door
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Entrance to the Main Storage Facility

Loading Dock Door With Multiple Holes
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NOVA Storage Area 
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Interior of the Virginia Records Center

Exterior of Virginia Records Center

Appendix D:   Additional Images of the Virginia Records Center

Loading Dock Door at Virginia Records Center
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Appendix E:   Agency Response
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